
 
 

 
 
 
13 January 2021 
 
 
To: Councillors Burdess, Collett, Cox, Critchley, Galley, Hugo, Mitchell and Roberts 

 
Ms Gill Brown and Dr Stuart Green, Independent Members  
 

The above Members are requested to attend the:  
 

AUDIT COMMITTEE 
 

Thursday 21 January 2021 at 6.00pm 
Via Zoom 

 

A G E N D A 
 

1  DECLARATIONS OF INTEREST   
 

 Members are asked to declare any interests in the items under consideration and in 
doing so state: 
 
(1) the type of interest concerned, either a 
 
(a) personal interest 
(b) prejudicial interest 
(c) disclosable pecuniary interest (DPI) 
and 
 
(2) the nature of the interest concerned 
 
If any Member requires advice on declarations of interests, they are advised to contact 
the Head of Democratic Governance in advance of the meeting. 

 
2  APPOINTMENT OF INDEPENDENT MEMBERS TO THE AUDIT COMMITTEE   

 
 To note the appointment of Ms Gill Brown and Dr Stuart Green as Independent 

Members and to welcome them to the Audit Committee.  
 

3  MINUTES OF THE LAST MEETING HELD ON 30 NOVEMBER 2020  (Pages 1 - 10) 
 

 To agree the minutes of the last meeting of the Audit Committee held on 30 November 
2020 as a true and correct record. 

 

Public Document Pack



4  CLIENT FINANCES AUDIT FOLLOW-UP  (Pages 11 - 20) 
 

 To consider a progress report on the recommendations made in the internal audit 
report of Client Finances issued on 6 February 2020. 

 
5  STRATEGIC RISK REGISTER - RESILIENCE  (Pages 21 - 34) 

 
 To consider the controls being implemented to manage the strategic risk relating to 

resilience.     
 

6  STATEMENT OF ACCOUNTS 2019/2020 UPDATE   
 

 To receive a verbal update from Deloitte on the financial statement audit for the year 
ended 31 March 2020. 

 
7  INTERNAL AUDIT CHARTER 2021/2022  (Pages 35 - 48) 

 
 To present the 2021/2022 Internal Audit Charter for approval. 

 
8  RISK MANAGEMENT FRAMEWORK 2021-2025  (Pages 49 - 86) 

 
 To approve the Risk Management Framework 2021-2025. 

 
9  BUSINESS CONTINUITY FRAMEWORK 2021-2025  (Pages 87 - 112) 

 
 To approve the Business Continuity Management Framework 2021-2025. 

 
10  DATE OF NEXT MEETING   

 
 To note the date and time of the next meeting of the Committee as 4 March 2021, 

commencing at 6pm.  
 

 

Other information: 
 
For queries regarding this agenda please contact Elaine Ireland, Democratic Governance Senior 
Adviser, Tel: 01253 477255, e-mail elaine.ireland@blackpool.gov.uk 
 

Copies of agendas and minutes of Council and committee meetings are available on the 
Council’s website at www.blackpool.gov.uk. 

 

http://www.blackpool.gov.uk/


MINUTES OF AUDIT COMMITTEE MEETING - MONDAY, 30 NOVEMBER 2020 
 
 

 
Present:  
 
Councillor Galley (in the Chair) 
 
Councillors 
 
Burdess 
Collett 

Critchley 
Hugo 

Mitchell 
Roberts 

 

 
In Attendance:  
 
Mr Neil Jack, Chief Executive 
Mr John Blackledge, Director of Community and Environmental Services 
Mrs Diane Booth, Director of Children’s Services  
Mr Alan Cavill, Director of Communications and Regeneration 
Mrs Tracy Greenhalgh, Head of Audit and Risk 
Mr Adam McKnight, Senior Accountant 
Mr Philip Redmond, Chief Accountant 
Ms Jeanette Richards, Assistant Director of Children’s Services 
Mr Steve Thompson, Director of Resources 
Ms Karen Tomlinson, Senior Accountant 
Mr Mark Towers, Director of Governance and Partnerships 
Mrs Elaine Ireland, Senior Democratic Governance Adviser 
 
Ms Nicola Wright, Deloitte 
Mr Nick Rayner, Deloitte 
 
Minute’s Silence: 
 

In respect of the sad passing of Councillor Peter Callow, former Chair and member of the 
Audit Committee, a minute’s silence was held. 
 
1  DECLARATIONS OF INTEREST 
 
There were no declarations of interest on this occasion. 
 
2  MINUTES OF THE LAST MEETING HELD ON 24 SEPTEMBER 2020 
 
The Committee agreed that the minutes of the meeting held on 24 September 2020 be 
signed by the Chairman as a true and correct record. 
 
3  POST-INSPECTION IMPROVEMENTS AUDIT FOLLOW-UP 
 
Mrs Diane Booth, Director of Children’s Services presented a progress report on the 
recommendations made in the internal audit report of Post-Inspection Improvements which 
had been issued in November 2019. 
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In relation to recommendation R1 ‘The health memorandum of understanding should be 
finalised,’ Mrs Booth reported that whilst the item was still outstanding, the health 
memorandum was in development as part of the Youth Offending service improvement 
plan. She highlighted that time had been taken to review examples of best practice at other 
local authorities and anticipated completion within the next six weeks. 
 
Recommendations R2 ‘The future delivery of the Youth Offending Team (YOT) quality audit 
programme should be considered, including consideration of any linkages to wider 
Children’s Services quality audit,’ and R3 ‘The review and development of the YOT 
performance dashboard should be finalised,’ were reported as being completed. The 
addition of a new YOT IT system in November 2020 would further support the analysis and 
reporting of data going forward. 
 
With regards to Recommendation R4 ‘A YOT workforce development strategy should be 
completed,’ Mrs Booth advised that the strategy was in place and under regular review in 
line with the wider Children’s Services improvement plan, adding that delivery had 
successfully continued remotely during the pandemic.  
 
In response to Recommendation R5 ‘The redesigned Children’s Social Care performance 
reporting framework should be implemented,’ the Committee was informed that the work 
was complete and had been implemented, with Mrs Booth advising Committee Members 
that Children’s Social Care had an excellent understanding of performance which would 
support practice. The Committee was informed that Blackpool Council regularly received 
positive feedback and requests for advice and support from other local authorities across 
the North West due to the high quality of data reporting produced by Children’s Social Care. 
 
In relation to Recommendation R6 ‘In accordance with the improvement plan, the strategic 
Children’s and Families partnership should be established and a Children and Young people 
strategy should be considered,’ the Committee was informed that the partnership had been 
set up and three priority areas for the town had been identified. Mrs Booth outlined these 
as Literacy, Inclusion and Improving the life chances of all children and young people in 
Blackpool. She added that the governance arrangements for the boards had now been 
implemented and embedded. 
 
In response to a question from the Committee on whether assurance could be provided that 
adequate post-inspection progress was being made, Mrs Booth advised that despite the 
Inspectorate for Prison and Probation having cancelled all immediate inspection visits until 
approximately April 2021, the Youth Justice Service had undergone two recent peer reviews from 
other local authorities which indicated progress was on target in this area. 
 
In relation to the Ofsed findings following the inspection of Children’s Services, the Committee 
was informed that no external validation would be available until Ofsted resumed inspections. 
Mrs Booth was able to report that the Department for Education Improvement Adviser had 
provided assurance to the Getting to Good Board that the anticipated ‘stocktake’ of Children’s 
Social Care would result in positive feedback and she hoped to be in a position to bring an update 
on the Commissioner’s feedback to a future meeting of the Audit Committee. 
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In response to a question on any barriers to the delivery of the audit recommendations, Mrs 
Booth advised that the most challenging aspect was that of strategic partnership working, which 
had initially been made significantly more difficult due to the Covid-19 restrictions. However, she 
was pleased to report that a bi-product of the pandemic had been a streamlining of processes 
between partners which was assisting in improving partnership working going forward.  
 
The Committee noted the report and extended thanks to Mrs Booth and her team for the 
continuing progress in relation to the Directorate’s improvement programme.   
 
4  STRATEGIC RISK REGISTER - ECONOMY AND DEPRIVATION 
 
The Committee considered a progress report outlining the individual risks identified within 
the Strategic Risk – Unsustainable Local Economy and Increased Deprivation.  
 
Mr Alan Cavill, Director of Communications and Regeneration provided an overview of the 
sub-risk ‘Increased deprivation and unemployment.’ He summarised the existing controls 
and mitigations as outlined within the progress report and noted that the additional 
government restrictions implemented as part of second national lockdown had impacted 
heavily on Blackpool’s hospitality industry. He informed the Committee of the newly-
launched Discretionary Grant Fund which would assist businesses that had not automatically 
been eligible for other Covid business grant support. 
 
In acknowledging the impact of Covid-19 on the town’s retail sector, the Committee 
questioned whether the Council would be able to make a significantly positive impact with 
regards to employment for young people in the post-Covid environment. Mr Cavill 
highlighted the employment opportunities arising from the leisure and tourism industry 
within the town and suggested that experiential services could not be adequately recreated 
online and as such remained popular with consumers and visitors. With specific reference to 
retail, Mr Cavill informed the Committee that the Council was supporting colleagues at the 
Houndshill retail centre, with future development plans to include a cinema and restaurants 
thereby not relying solely upon retail.  
 
Mr Cavill reported that the Blackpool Enterprise Zone continued to progress, with the arrival 
of the transatlantic cable in October 2020 heralding a great opportunity for the area. He 
stated that Blackpool was a town with a strong digital economy and that the successful 
establishment of one business would then lead to other companies moving to the area, 
bringing with them employment opportunities for local and young people. The Committee 
was pleased to be informed that the Council planned to launch its newly-developed Digital 
Strategy.  
 
With regards to the employment opportunities resulting from the Enterprise Zone, the 
Committee questioned whether the area was reaching saturation point or if space remained 
for additional investors. Mr Cavill advised that although some space for further investment 
remained, a planning application had been submitted in relation to the eastern end of the 
site which aimed to open up an additional 38 hectares to the area, which could ultimately 
result in a further 1500-2000 jobs.  

Page 3



MINUTES OF AUDIT COMMITTEE MEETING - MONDAY, 30 NOVEMBER 2020 
 
 

 
The Committee was supportive of the Council’s decision to pay the Foundation Living Wage 
(FLW) to all its employees, including colleagues at the Council’s wholly owned companies, 
but requested that the option of widening the scheme across all employers in Blackpool be 
explored. Mr Neil Jack, Chief Executive advised that whilst the Council was able to insist on 
the FLW for its own employees, there was not currently the facility to expand this to include 
all employers across the town. 
 
Mr Alan Cavill provided an overview of the sub-risk ‘Large, poor quality private rented sector 
in inner Blackpool continues to drive transience and deprivation.’ He outlined the beneficial 
work in progress via Blackpool Housing Company (BHC) in the provision of better quality 
private rented housing as well as the delivery of new Council homes. In addition, Mr Cavill 
informed Committee Members of the successful application from BHC for its subsidiary 
Lumen Housing to be granted Registered Provider status, which would lead to increased 
funding opportunities for the provision of better quality housing.  
 
The Committee sought further details of the implementation of the selective licensing 
scheme, aimed at regulating private sector housing in Blackpool. Mr John Blackledge, 
Director of Community and Environmental Services reported that as of October 2020, 1653 
properties had applied for a licence and explained that the scheme was introduced to 
enable landlords to receive a discount if their properties were of a higher standard, free 
from category one hazards and had all management safety documentation in place. 
Members were informed that investigations were underway to ensure that all properties 
which claimed to were actually meeting the required standards as well as work to 
determine what legal action could be taken against landlords who failed to meet the agreed 
standard. In response to a further question from the Committee, Mr Blackledge confirmed 
that the scheme included supported housing properties and he acknowledged that some 
residents were not receiving the support they were entitled to. A multi-agency approach 
would be taken in order to tackle the issue and Mr Blackledge suggested that updates be 
reported back to the Audit Committee every six months. 
 
The Committee raised concerns over the possibility of a large number of guest houses 
flooding the property market and being available for purchase at low cost. Mr Blackledge 
advised that adherence to planning restrictions would hinder this from occurring, with Mr 
Cavill highlighting that BHC was also supporting the utilisation of available properties to 
provide good quality housing in the town. 
 
Mr Blackledge provided an overview of the sub-risk ‘Lack of appropriate transport 
infrastructure,’ identifying that due to its innovative approach via ‘Project Amber’, the 
Council had been successful in its bid to receive £4.5 million challenge funding to invest in 
the highways network. He explained that the project aimed to invest in roads which had 
been identified as falling into the amber category to avoid them reaching further disrepair 
and reaching category red. He further reported that improvements to cycling and pedestrian 
routes had been identified as a government priority and as such would also be considered 
when reviewing the highway network and infrastructure.  
 
With regards to the Fylde Coast rail infrastructure, the Committee asked for an update on 
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the anticipated improvements to the rail connection to London. Mr Cavill reported that 
scheduled disruption to the west coast rail line by Network Rail had been announced which 
would affect routes at weekends throughout 2021 which he anticipated would impact 
significantly on leisure visitors to Blackpool. The disruption to services would negatively 
impact Avanti’s marketing strategy for rail use during that time, with Mr Cavill advising that 
post-Covid marketing of rail use would be cautiously launched in January 2021. 
 
The Committee sought information on the proposed Fleetwood tramway extension, with Mr 
Cavill advising that frequent tram services to Blackpool North would allow more accessible 
rail travel to London from the area. The question was raised of whether the tram extension 
would hinder better connections to Preston, with Mr Cavill confirming that the passing loop 
could be utilised for either tram or rail extension, so would therefore be beneficial for both 
cases.  
 
Mrs Diane Booth, Director of Children’s Services provided an update in relation to the sub-
risk ‘Lack of educational attainment/appropriate training to meet the needs of the 
economy.’ She outlined the mitigations and controls in place to reduce the sub-risk, 
explaining that the risk score had remained unchanged due to the full impact of the 
pandemic on pupils not yet being clear. Mrs Booth made reference to the forthcoming 
Literacy Strategy, highlighting that this would be a ‘cradle to grave’ strategy that would aim 
to capture all age groups.  
 
The Committee questioned whether employers had been involved in undertaking a skills 
analysis to identify any gaps in employment need. Mrs Booth reported that the Opportunity 
Area Board had undertaken a significant piece of work looking at employment skills, with 
the findings fed back to schools in order to impact on careers advice offered to pupils.  
 
The Committee agreed: 

1.  To receive an update in relation to the implementation of the selective licensing 
scheme after a period of six months; and 

2.  To request an update on the sub-risk ‘Lack of educational attainment/appropriate 
training to meet the needs of the economy,’ after a period of 12 months. 

 
5  ANNUAL GOVERNANCE STATEMENT 2019/2020 
 
Mr Mark Towers, Director of Governance and Partnerships presented the Annual 
Governance Statement 2019/2020, explaining that the governance framework incorporated 
into the report had been in place at Blackpool Council for the year ended 31 March 2020. He 
noted that the Annual Governance Statement (AGS) would ordinarily have been considered 
by the Audit Committee earlier in the year in conjunction with the presentation of the 
Statement of Accounts, but its presentation had been delayed in line with the amended 
deadline for the approval of the Council’s accounts.  

The Committee invited the Leader of the Council to identify which of the actions as included 
within the AGS would be most beneficial to her and the Council. Councillor Lynn Williams, 
Leader of the Council summarised the key areas, which included the delivery of the channel 
shift agenda to improve accessibility to residents and reduce demand on Council resources. 
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Councillor Williams also identified partnership working as a key beneficial area, as well as 
procurement and the improvements implemented to Overview and Scrutiny following 
recommendations following a peer review. She also made reference to the forthcoming Big 
Thank You which was being extended to all staff to thank them for their efforts since March 
2020, in relation in particular to the Covid-19 response. 

The Committee requested more specific target dates for the completion of actions, with Mr 
Towers confirming that the AGS would return to the usual schedule of the mid-term review 
in March 2021 and the annual report coming to the Committee in July 2021. As such, he 
advised that updated target dates would be included in those reports and he anticipated 
that the end of year target dates would be reported on as part of the next Annual 
Governance statement in July 2021.  
 

The Committee agreed: 
1. To approve the Annual Governance Statement 2019/2020; and 
2. To invite the Leader of the Council to present an update on the Annual Governance 

Statement at a future meeting of the Audit Committee. 
 
6  RISK SERVICES QUARTER TWO REPORT 
 
Mrs Tracy Greenhalgh, Head of Audit and Risk provided the Committee with a summary of 
the work completed by Risk Services in quarter two of the 2020/2021 financial year. She 
reported a pleasing improvement on the completion of risk registers, with 98 per cent 
having been updated. In relation to the percentage of the audit plan completed, Mrs 
Greenhalgh advised that although progress was behind schedule this was as a result of the 
diversion of internal audit resources in response to the demands of the pandemic. She 
reported that the revised target of 70 percent would provide sufficient assurance to the 
Council.  
 
The Committee sought clarification around the performance data showing the percentages 
of agreed Council employees who had completed mandatory fraud awareness training, 
noting that the Communications and Regeneration directorate had achieved only 56 per 
cent. Members questioned if any plans were in place aimed at improving this figure. Mr Alan 
Cavill, Director of Communications and Regeneration advised that due to the high 
percentage of temporary seasonal staff within the directorate, this led to difficulties in 
ensuring all staff completed the training. He acknowledged that due to the nature of the 
seasonal roles, fraud awareness training was particularly relevant to many of the employees 
and as such Mr Cavill assured the Committee that efforts would be made to improve 
compliance. He noted that approximately a third of employees across the directorate were 
employed on temporary contracts and as such suggested that a target of 70 per cent would 
be more achievable.  
 
The Committee questioned whether the reported corporate fraud statistics provided an 
accurate reflection of fraud in Blackpool, as well as seeking clarification over the reported 
figures for General Financial Fraud and NFI 2018. Mrs Greenhalgh confirmed that in her 
opinion the reported figures provided an accurate picture of fraud and explained that the 
NFI figure related to the National Fraud Initiative and included fraud or error resulting from 
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data matched against other Local Authorities. With regards to the reported figure of 
£89,200 for General Financial Fraud, Mrs Greenhalgh advised that any type of fraud which 
fell outside the standard fraud categories would be reported within the general category.  
 
Mrs Greenhalgh informed the Committee that the results from the Chartered Institute of 
Public Finance and Accounting (CIPFA) benchmarking exercise, as well as the recently 
launched Fighting Fraud Strategy would both be reported to future meetings of the 
Committee. 
 
The Committee considered the quarter two performance and summary tables which 
outlined the internal audit reports and findings for the period. An ‘Inadequate’ assurance 
statement had been issued in relation to the review of CCTV which Mrs Greenhalgh advised 
was as a result of the concerns identified regarding the provision of cameras previously 
purchased and maintained via ward budgets; the robustness of the inventory and the need 
to obtain procurement advice for the CCTV development project.  
 
Mr John Blackledge, Director of Community and Environmental Services reported that CCTV 
was a challenging area which had previously experienced underinvestment. He outlined the 
response to the audit’s findings which included an exercise to remove or replace redundant 
or non-functioning equipment to be undertaken; a full assessment of the condition of all 
CCTV signage; an exercise to undertake a full survey of the current CCTV provision in order 
to update the inventory; advice to be sought from the Procurement team regarding the 
tender of all aspects of the CCTV project; an appropriately experienced dedicated project 
manager to be resourced to ensure that the CCTV project would be effectively managed; 
advice from the Information Governance Team to be obtained regarding a Data Protection 
Impact Assessment which would incorporate changes to be made to the CCTV provision as 
part of the project and the possibility of providing neighbouring local authorities with CCTV 
provision would be explored. Mr Blackledge acknowledged the scale of the project and 
advised that work would span a period of 18 months. Due to the amount of work involved, 
the Committee agreed to make a recommendation to the Tourism, Economy and 
Communities Scrutiny Committee to offer support and assistance to the CCTV review. 
 
The Committee sought further clarification around the issue of the pursuit of Traffic 
Regulation Orders as identified within the audit of Parking Services, asking specifically about 
the potential consequences of not bringing them up to date. Mr Blackledge advised that a 
full cost benefit analysis was to be undertaken to determine the benefits and consequences, 
the results of which he would report back to a future meeting of the Committee.  
 
The Committee noted that the liability claim reports indicated good performance and 
questioned whether a sufficiently robust financial plan was in place to protect against any 
future increase in claims. Mrs Greenhalgh acknowledged the possibility of insurance claims 
rising and as such the Council’s insurance reserves and levels of exposure were regularly 
reviewed in conjunction with the Director of Resources. 
 
The Committee agreed: 

1.  To recommend that the Tourism, Economy and Communities Scrutiny Committee 
consider assisting in the review of CCTV across Blackpool; and 
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2.  To receive an update report on the cost analysis findings of Traffic Regulation 
Orders at a future meeting of the Committee. 

 
7  STATEMENT OF ACCOUNTS 2019/2020 UPDATE 
 
Ms Nicola Wright, Audit and Assurance Partner, Deloitte presented an interim report in 
relation to the 2020 external audit of the Council. She advised the Committee that Deloitte 
was not yet in a position to sign the Statement of Accounts, stating that as the audit had 
been carried out remotely due to the pandemic restrictions in place a number of challenges 
had arisen in completing the work. A further barrier in the completion of the audit was cited 
as workload capacity, of both the Council’s finance team and the external auditors.  
 
Ms Wright identified that good progress had been made and drew Members’ attention to 
the outstanding areas as reported, updating the Committee to advise that the pension 
liabilities query had now been resolved. She summarised the difficulties encountered with 
regards to queries around capital accounting, noting that work was still outstanding in a 
number of the identified areas. Furthermore, Ms Wright advised that additional work had 
been required as a direct result of Covid-19, namely the examination of whether the 
pandemic had impacted the valuation of certain assets, in particular the value and expected 
revenue from a number of the Council’s subsidiary companies. Of particular concern to 
Deloitte was the inclusion of material uncertainty clauses which had been added by the 
Council’s valuers to their year-end valuations and as a result Ms Wright explained that an 
‘emphasis of matter’ statement would be included within the audit opinion. The area of 
long-term debtors was also highlighted as requiring further exploration, with Ms Wright 
reporting that additional assurance had been sought regarding the Council’s assessment of 
the recoverability of outstanding loans.  
 
Ms Wright identified the four areas of significant risk as Completeness of accrued 
expenditure; Property valuations; Pension liabilities and Management override of controls 
and provided a summary of the findings in relation to each area.  
 
In relation to the Value for Money (VfM) external audit opinion, Ms Wright reported on the 
risks identified and advised that due to the Ofsted inspection rating of ‘Inadequate’ received 
by Children’s Services following its inspection in 2018, a significant VfM risk had been 
identified over the delivery of the improvements required. She went on to note that 
monitoring reports had acknowledged the progress made by the Council in reshaping its 
Children’s Services but that a number of areas still required improvement.  
 
Mr Steve Thompson, Director of Resources acknowledged that the audit was currently a 
work in progress and agreed with Ms Wright’s assertion that 2020 had been a difficult year 
which had been reflected in the government’s delay of the accounting deadline from July 
2020 to November 2020. He reported that despite these difficulties, the draft statement of 
accounts as prepared by the Council had been completed in accordance with the original 
timetable. In response to the concerns raised regarding the Council’s financial sustainability, 
Mr Thompson informed the Committee that financial reports had been prepared and made 
publicly available at month two and that this data had included details of the Council’s eight 
wholly owned companies in addition to the Council’s direct financial reporting. With regards 
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to the issues raised of property valuations, equipment and pension liabilities, Mr Thompson 
identified that additional services had been commissioned from independent professional 
valuers, yet despite these assurances the audit continued to raise ongoing questions over 
valuations.  
 
The Committee questioned whether the external audit team would have sufficient 
resources to complete its work in order to meet the reporting deadline for the next Audit 
Committee meeting on 21 January 2021. Ms Wright responded to advise that due to the 
Christmas break and the need for colleagues to take leave during that period, the audit 
timetable would need to be reviewed to accommodate such absences. She highlighted that 
a number of issues still needed to be concluded before the audit could be completed and 
that her team would be working with the Council to endeavour to finalise the accounts as 
soon as possible. In response to a question over whether a cut off point for audit queries 
would be agreed, Ms Wright advised that whilst the audit needed to be undertaken in a 
timely manner it was a priority for the work to be completed to a high quality to ensure that 
the accounts were true and fair.  
 
With regard to the VfM risk relating to the Ofsted findings, the Committee questioned 
whether the Commissioner’s feedback would be taken into consideration by the external 
auditors when forming the opinion and whether other local and national evidence would be 
included in the audit. Ms Wright acknowledged that Children’s Services was a challenging 
area to review as part of the audit and clarified that the guidance around the VfM opinion 
focused upon publicly available information about the service, citing the Ofsted inspection 
as an example. Until such a time as a re-inspection had been undertaken, Ms Wright stated 
that the associated risk of the original findings could not be removed.  
 
The Committee queried whether the delays in the completion of the audit would result in 
any financial consequences affecting the agreed fee to Deloitte. Ms Wright advised that due 
to the additional procedures and the increased volume of work an increase in cost would be 
inevitable. Initial discussions had been held with Mr Thompson and Ms Wright suggested 
that further discussions be held with Members of the Audit Committee also in attendance. 
The Committee raised concerns over the potential increase to the external audit fee, noting 
that the longer the work continued, the greater the anticipated increase would be. 
Clarification was sought of the precise work that had been undertaken to warrant the 
additional days. Ms Wright reported that a detailed record of all work undertaken was 
maintained in order to ensure that all additional fees could be evidenced.  
 
Further questions were raised regarding the Council’s employment of a professional 
valuation service, with Members questioning whether this was a worthwhile expense if the 
external auditors did not accept the figures provided by them. Ms Wright identified the 
valuations as a worthwhile starting point but advised that the external auditors would 
continue to question and challenge the methods used to reach the valuation figures as part 
of the audit process.  
 
In relation to the role of the Audit Committee, Ms Wright was asked to identify any core 
areas of concern that the external auditors wished to make Members aware of. One such 
area raised by Ms Wright was whether the Council’s finance team had capacity to 
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appropriately review the capital accounting function so that issues could be potentially 
identified and rectified prior to being reviewed as part of the audit. In addition, she advised 
that robust internal work around valuations and assets would be beneficial. 
 
Committee Members offered to attend any additional meetings required to help ensure 
that the January 2021 deadline could be achieved, a suggestion which was welcomed by Ms 
Wright. 
 
8  DATE OF NEXT MEETING 
 
The date and time of the next meeting of the Committee was noted as 21 January 2021, 
commencing at 6pm. 
 
  
  
  
  
 

Chairman 
  
 
(The meeting ended at 8.07pm) 
  
Any queries regarding these minutes, please contact: 
Elaine Ireland, Senior Democratic Governance Adviser 
Tel: 01253 477255 
E-mail: elaine.ireland@blackpool.gov.uk 
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Report to: AUDIT COMMITTEE 

Relevant Officer: Louise Jones, Head of Revenues, Benefits and Customer 
Services 

Meeting  21  January 2021 

 

CLIENT FINANCES AUDIT FOLLOW-UP  
 

1.0  
 

Purpose of the report: 
 

1.1  
 

To consider a progress report on the recommendations made in the internal audit report of Client 
Finances issued on 6 February 2020. 
 

2.0  Recommendation(s): 
 

2.1  To consider the actions being implemented to address the audit recommendations relating to Client 
Finances. 

 
3.0  Reasons for recommendation(s): 

 
3.1  
 

To enable the Audit Committee to consider an update and progress report on the audit 
recommendations. 

 
3.2  Is the recommendation contrary to a plan or strategy adopted or approved by the Council? 

 
No 

3.3  Is the recommendation in accordance with the Council’s approved budget? 
 

Yes 

4.0  Other alternative options to be considered: 
 

4.1  None 

 
5.0  Council priority: 

 
5.1  The relevant Council priority is  

 Communities: Creating stronger communities and increasing resilience. 

 
6.0  Background information 

 
6.1  At its meeting in June 2019, the Audit Committee agreed to invite Heads of Service to the meeting to 

provide an update in relation to internal audit recommendation implementation. 
 

6.2  The report being considered at this meeting relates to the Client Finances audit with the scope and 
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assurance statement as follows: 

 
6.3  Scope 

The scope of the audit was to review: 

 The policies and procedures in place to assess whether these are being operated as 
intended; 

 Progress made to implement the recommendations which were agreed in the 2016 audit; 
and  

 The additional controls put in place following the discovery of fraudulent activity within 
the service in 2018. 

Assurance Statement 

Overall we have assessed that there is an adequate system of controls for client finances. However, 
there is scope to further enhance controls around authorisation of purchase card transactions, 
finance requests and the reconciliation process. 

Our testing revealed minor lapses in compliance with the controls. The recommendations made in 
this report should address these going forward. 

 
6.4  Does the information submitted include any exempt information? No 

 

7.0  List of Appendices: 
 

7.1  Appendix 4(a) - Internal Audit Recommendations and Agreed Actions.   
 

8.0  Financial considerations: 
 

8.1  The controls being implemented will be done so within current budget constraints. 

 
9.0  Legal considerations: 

 
9.1  Risks need to be effectively managed in order to comply with relevant legislation.     

 
10.0  Risk management considerations: 

 
10.1  To enable the Audit Committee to gain assurance that risks are being effectively managed.   

 
11.0  Equalities considerations: 

 
11.1  None 

 
12.0  Sustainability, climate change and environmental considerations: 

 
12.1  None 
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13.0  Internal/external consultation undertaken: 

 
13.1  The progress report has been prepared in conjunction with the relevant Heads of Service and Chief 

Officers. 

 
14.0  Background papers: 

 
14.1  None 
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Agreed Action Plan 

Recommendation Priority Agreed Action Responsible 
officer 

Target Date Progress 

R1  Steps should be taken to ensure that 
only part of a client’s link card details 
are disclosed on the cardholder 
agreement. 

2 Agreed. Awards and 
Advice 
Manager 

Implemented. Completed - the cardholder 
agreement has now been 
amended so it is clear that 
only the last 4 digits of the 
card number should be input 
on the form when it is passed 
from Client Finances team to 
the client 
representative/social worker 
or from the representative to 
the service user.  
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Recommendation Priority Agreed Action Responsible 
officer 

Target Date Progress 

R2  A record of the checks undertaken as 
part of the monthly audit visits by the 
Client Finances Specialist should be 
documented on the client’s file. 

3 
The service does 
not have the 
capacity to visit 
all of the other 
providers. 
However, visits 
to Blackpool 
Football Stadium 
will be recorded 
going forward.  

Awards and 
Advice 
Manager 

Immediate. In progress – monthly audit 
visits to Blackpool Football 
Stadium have been put on 
hold due to the pandemic 
therefore this 
recommendation has not yet 
been implemented in full. It is 
the intention that these visits 
are reinstated when it is safe 
to do so.  

Social workers, who hold the 
cards on behalf of the clients, 
have responsibility to ensure 
that client cards are reconciled 
correctly pending the next 
audit visit by the Client 
Finances team. 

The importance of this area is 
recognised by the team at the 
Blackpool Football Stadium in 
the meantime.  
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Recommendation Priority Agreed Action Responsible 
officer 

Target Date Progress 

R3  A note of the annual visit undertaken 
by a social worker should be 
documented on the individual client’s 
file in CASPAR. 

3 Notes are 
documented on 
Mosaic therefore 
additional notes 
on CASPAR are 
not required. 

N/a N/a Completed - no further action. 
As only the Client Finance 
team have access to the 
CASPAR system, it was agreed 
that a note on MOSAIC was 
more appropriate for social 
workers to check any details 
of visits.  
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R4  As part of the reconciliation process 
consideration should be given to 
selecting a sample of clients each 
month and checks made to ensure 
that the balance of the client’s 
account on CASPAR agrees to the 
balance as per their bank statement. 

2 Agreed.  More 
checks will be 
put in place to 
prevent this 
happening again. 

Awards and 
Advice 
Manager 

31/05/2020 In progress - target date not 
yet been met due to the 
pandemic and the increase in 
online transactions and 
purchases the team have had 
to deal with for clients. 

Where discrepancies have 
been found to exist, we are 
either in the process of fixing 
the issues or they have been 
fixed. A procedure note has 
been developed for the team 
to assist them in how to 
identify where problems may 
have occurred.  

The reconciliation process can 
be complex and although the 
CASPAR system is clever 
enough to highlight issues, 
unpicking them to be able to 
reconcile can be time 
consuming. 

Although the recommendation 
calls for a sample of clients to 
be checked, we are now 
aiming to check all clients on a 
monthly basis moving 
forward. 
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Recommendation Priority Agreed Action Responsible 
officer 

Target Date Progress 

R5  All purchase card transactions should 
be approved and all transactions 
should be supported by a valid receipt 
in line with Council policy. 

2 The sample 
chosen related 
to a period prior 
to the 
changeover to a 
new system. 
Receipts are now 
electronically 
held on the 
system. 

N/a N/a Completed - no further action. 
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Recommendation Priority Agreed Action Responsible 
officer 

Target Date Progress 

R6  Typed signatures should not be 
accepted as authorisation unless 
accompanied by an email from the 
relevant service manager. 

2 Agreed. Typed 
signatures will 
no longer be 
accepted unless 
supported by an 
email from the 
relevant service 
manager. 

Awards and 
Advice 
Manager 

Immediate. Completed – no purchases are 
made without the appropriate 
authority and documentation 
in the correct format. 

All PDFs of finance requests 
and associated email authority 
documentation are saved to a 
client’s file.  

Processes have been adapted 
during the pandemic. A pdf 
finance request is still required 
in all circumstances but it is 
not always possible for a 
manager to authorise a 
request with a “wet 
signature”. Where this occurs 
the social worker now 
forwards the request by email 
to their line manager and then 
the line manager forwards the 
email on to the Client Finances 
team, confirming their 
authority for the transaction, 
for action. 
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Report to: AUDIT COMMITTEE 

Relevant Officers: Neil Jack, Chief Executive 
Arif Rajpura, Director of Public Health 
John Blackledge, Director of Community and Environmental 
Services 

Meeting  21 January 2021  

 

STRATEGIC RISK REGISTER – RESILIENCE  
 
1.0  
 

Purpose of the report: 
 

1.1  
 

To consider a progress report on individual risks identified in the Council’s Strategic Risk Register.   
 

2.0  Recommendation(s): 
 

2.1  To consider the controls being implemented to manage the strategic risk relating to resilience.     
 

3.0  Reasons for recommendation(s): 
 

3.1  
 

To enable the Audit Committee to consider an update and progress report in relation to an individual 
risk identified on the Strategic Risk Register. 
 

3.2  Is the recommendation contrary to a plan or strategy adopted or approved by the Council? 
 

No 

3.3  Is the recommendation in accordance with the Council’s approved budget? 
 

Yes 

4.0  Other alternative options to be considered: 
 

4.1  None 
 

5.0  Council priority: 
 

5.1  The risk impacts on all of the Council’s priorities.  
 

6.0  Background information 
 

6.1  At its meeting in March 2020, the Audit Committee agreed to continue to invite Strategic Risk Owners 
to attend future meetings to provide updates and progress reports in relation to the individual risks 
identified on the Strategic Risk Register. 
 

6.2  Does the information submitted include any exempt information? 
 
 
 

No 
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7.0  List of Appendices: 
 

7.1  Appendix 5(a) - Strategic Risk Register Progress Report – Resilience  
 

8.0  Financial considerations: 
 

8.1  The controls being implemented will be done so within current budget constraints. 
 

9.0  Legal considerations: 
 

9.1  Risks need to be effectively managed in order to comply with relevant legislation.  
 

10.0  Risk management considerations: 
 

10.1  To enable the Audit Committee to gain assurance that strategic risks are being effectively managed.   
 

11.0  Equalities considerations: 
 

11.1  None 
 

12.0  Sustainability, climate change and environmental considerations: 
 

12.1  None 
 

13.0  Internal/external consultation undertaken: 
 

13.1  The progress report has been prepared in conjunction with risk managers and/or risk owners.   
 

14.0  Background papers: 
 

14.1  None 
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Strategic Risk Register Progress Report 

 
Strategic Risk: Lack of Resilience 

 
 

Sub 

No.

I L GS I L NS

Inability to deliver an 

effective service.

Employee commitment. Development programmes implemented 

such as coaching, and mentoring.  

Unable to recruit into 

difficult to recruit roles.

Annual IPA system linked to learning and 

development needs.

Workforce Strategy in place 

underpinned by individual succession 

planning by service areas utilising the 

Individual Performance Appraisal 

process. 

Launch of new jobs portal and new 

preferred agency in place. 

Manage relationships with the Trade 

Unions in order to embrace employee 

change.

Targeted marketing campaigns in place 

for difficult to recruit to posts, new Next 

Step Blackpool portal developed.

Business planning process links to 

resource requirements with planned 

objectives and outcomes.

Health and Social Care career academy 

has been launched. 

Leadership Charter and survey in place 

to measure current leadership 

performance / capacity the results of 

which are analysed and acted on. 

Promotion of the apprenticeship levy 

across the Council.

Better use of expertise in the wholly 

owned companies and wider 

partnerships. 

A package of health and wellbeing 

support in place including an annual 

health check survey for social workers.

10 Lack of Resilience Head of HR Chief Executive March 2021 Organisational 

Resilience 

Change organisational  

structure / increase joint 

working arrangements to 

deliver services with 

reduced resource.
Loss of corporate 

memory.

4 16 4 3 12 Analyse the results of the employee survey 

and act on any findings arising from this.

10a Lack of capacity to 

deliver Council services.

50% 4

Further Actions Risk Manager CLT Risk Owner Target Date Council Priority Gross Risk 

Score

Nett Risk 

Score

No Risk Sub-Risk % Overall 

Weighting 

Impact / Consequences Opportunity Controls and Mitigation
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Strategic Risk Register Progress Report 

 

Sub 

No.

I L GS I L NS

Council Plan in place setting out key 

priorities and actions supported by a 

performance management framework. 

Implement a new approach to delivery 

smoking cessation support and initiative in 

town.

Public Health 

Consultant

Director of Public 

Health

March 2021

Engagement with the Armed Forces 

communities through key activities 

throughout Armed Forces week, multi-

agency meetings and links with the 

Armed Forces Resettlement Officer.

Continue to lead and coordinate services 

throughout the town via quarterly armed 

forces covenant meetings.

Community 

Engagement & 

Partnerships Manager

Director of Public 

Health

March 2021

Successful development of visit-able 

assets (@TheGrange, Nibble Café at the 

crematorium and community café at 

Anchorsholme Library).

Continue to work with grass root 

community  groups to advise / signpost 

them to support.

Develop partnership working with the third 

sector via:

Exploring the development of a local VCFS 

accord.

Continue to support VCFS leaders board.

Development of a proactive Community 

Asset Transfer policy.

Community 

Engagement Manager

Director of Public 

Health

March 2021

Integration 2020 project, which involves 

multi-agency work to encourage 

connecting people and organisations in 

a coordinated approach to solution 

focused community engagement and 

development, in order to improve 

peoples health and wellbeing.

Focused work with the Primary Care 

Networks (NHS) to ensure multi agency 

work continues focused around place 

based solutions.

Consultant in Public 

Health

Director of Public 

Health

March 2021

Work being undertaken to encourage 

and support greater levels of community 

engagement and development in 

neighbourhoods, pushing health and 

social care services to consider factors 

that influence people's health and 

wellbeing beyond the medical model of 

intervention.

Develop a process for staff volunteering. Head of Leisure, Parks 

& Catering Services

Director of 

Community and 

Environment

March 2021

Channel shift project underway to look 

at ways in enabling residents to contact 

the Council for services using alternative 

methods such as the internet. 

This work continues until fixed term 

contract ends in June 2020. Work will 

transfer back to LCC.

Community 

Engagement and 

Development Officer

Director of Adult 

Services

July 2020

Development of a Community 

Engagement Policy & Strategy to ensure 

a consistent council wide approach to 

engagement delivery.

A support toolkit will also be developed 

and quarterly steering group with internal 

stakeholders.

Community 

Engagement & 

Partnerships Manager

Director of Public 

Health

July 2020

Improve the experiences and outcomes of 

young people in our services by improving 

relationships between organisations via a 

coproduced approach to a youth mental 

health campaign.

Community 

Engagement & 

Partnerships Manager

Director of Public 

Health

May 2020

Exploring how digital methods can be used 

to target engagement activity via a channel 

shift review.

Community 

Engagement & 

Partnerships Manager

Director of Public 

Health

June 2020

Develop joint working with the NHS to 

develop neighbourhoods.

Public Health 

Consultant

Director of Public 

Health

May  2020

10 Lack of Resilience 

Council Priority No Risk Controls and Mitigation Nett Risk 

Score

Further Actions Risk Manager CLT Risk Owner Target DateSub-Risk % Overall 

Weighting 

Impact / Consequences Opportunity Gross Risk 

Score

12 Communities

The Fairness Commission has succeeded 

in making Blackpool a Fairtrade Town 

and achieving Dementia Friendly town 

status through focused work within 

communities.  

Build a more resilient 

community to reduce 

reliance on the public 

sector.

4 5 20 4 310b Over reliance on  public 

sector services.

30% Unable to deliver core 

services / statutory duties 

to residents.
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Strategic Risk Register Progress Report 

 

 

 

 

 

Sub 

No.

I L GS I L NS

Workplace stress. Arrangements for managing work 

related pressure, supported by an online 

stress work tool, iPool module and face 

to face training.

Decreased staff morale. A range of training courses in place to 

help build individual resilience skills.

Absence management procedures in 

place.

Leadership Charter and survey 

conducted to ensure employees are well 

led.

Annual staff conference and awards 

ceremony.

A network of Council wide Health 

Champions has been established.  

Corporate Health and Wellbeing Group 

has been established chaired by the 

Director of Public Health with a senior 

representative from each Directorate in 

attendance.

Change management e-learning package 

in place.

Access to an Employee Assistance 

Programme.

Occupational health service in plan 

which provides access to support 

services such as Cognitive Behaviour 

Therapy.

10 Lack of Resilience 

Controls and Mitigation Nett Risk 

Score

Further Actions Risk Manager CLT Risk Owner Target DateNo Risk Sub-Risk % Overall 

Weighting 

Impact / Consequences Opportunity Gross Risk 

Score

Chief Executive March 2021 Organisational 

Resilience 

Increasing workloads 

impacting on work life 

balance.

Overall Nett Risk Score 12.00

16 4 3 12 Development of systems and processes to 

improve attendance management.

Head of HR10c Lack of individual 

resilience to work in a 

changing environment.

20% Motivated workforce. 4 4

Council Priority 
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Strategic Risk Register Progress Report 

 

Sub-Risk: Lack of capacity to deliver council services. 
(weighting 50%) 

Gross Risk Score Nett Risk Score 

16 12 

Risk Score in 2019/20 16 12 

 

Risk Owner:  Chief Executive 
 

Existing Controls in Place: 

 Development programmes implemented such as coaching, and mentoring.   

 Annual IPA system linked to learning and development needs. 

 Workforce Strategy in place underpinned by individual succession planning by service areas utilising the Individual Performance Appraisal process. 

 Launch of new jobs portal and new preferred agency in place. 

 Manage relationships with the Trade Unions in order to embrace employee change. 

 Targeted marketing campaigns in place for difficult to recruit to posts, new Next Step Blackpool portal developed. 

 Business planning process links to resource requirements with planned objectives and outcomes. 

 Health and Social Care career academy has been launched. 

 Leadership Charter and survey in place to measure current leadership performance / capacity, the results of which are analysed and acted on. 

 Promotion of the apprenticeship levy across the Council. 

 Better use of expertise in the wholly owned companies and wider partnerships. 

 A package of health and wellbeing support in place including an annual health check survey for social workers. 

Actions: 

Actions Risk Manager Current Position Outcomes / Results 
Analyse the results of the employee 
survey and act on any findings 
arising from this. 
 
(Target Date:  March 2021) 

Head of HR  Due to the Covid pandemic the roll out of 
the employee survey has been put on hold.  

 The survey has been developed and is 
ready for launch when the Corporate 
Leadership Team feel it is appropriate to do 
so. 

 Whilst the formal survey has not yet been 
rolled out there are lots of opportunities for 
staff in their departments to provide 

 The outcome will help better understand 
factors such as staff morale and 
organisational culture.   
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Strategic Risk Register Progress Report 

feedback through one to ones and team 
meetings.   

 A Big Thank You event was delivered in 
December to thank all staff for their hard 
work during the pandemic.   

 

Sub-Risk: Over reliance on public sector services. 
(weighting 30%) 

Gross Risk Score Nett Risk Score 

20 12 

Risk Score in 2019/20 20 12 

 

Risk Owner:  Director of Public Health / Director of Community & Environmental Services  
 

Existing Controls in Place: 

 Council Plan in place setting out key priorities and actions supported by a performance management framework. 

 Engagement with the Armed Forces communities through key activities throughout Armed Forces week, multi-agency meetings, and links with the Armed 
Forces Resettlement Officer. 

 Successful development of visit-able assets (@TheGrange, Nibble Café at the crematorium and community café at Anchorsholme Library). 
Continue to work with grass root community groups to advise / signpost them to support. 

 Integration 2020 project, which involves multi-agency work to encourage connecting people and organisations in a coordinated approach to solution focused 
community engagement and development, in order to improve people’s health and wellbeing. 

 Work being undertaken to encourage and support greater levels of community engagement and development in neighbourhoods, pushing health and social 
care services to consider factors that influence people's health and wellbeing beyond the medical model of intervention. 

 Channel shift project underway to look at ways in enabling residents to contact the Council for services using alternative methods such as the internet. 

 Development of a Community Engagement Policy & Strategy to ensure a consistent council wide approach to engagement delivery. 

 The Fairness Commission has succeeded in making Blackpool a Fairtrade Town and achieving Dementia Friendly town status through focused work within 
communities.   

Actions: 

Actions Risk Manager Current Position Outcomes / Results 
Implement a new approach to 
delivery smoking cessation support 
and initiative in town. 

Public Health 
Consultant 

 The Smokefree Blackpool helpline offers 
access to free stop smoking medications 

 Q1 (Jun 20 only) and Q2 (Jul-Sept 20) – 330 
appointments provided, 59 people setting a 
quit date and 39 quit (66% success). 
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Strategic Risk Register Progress Report 

 
(Target Date:  March 2021) 

and behavioural support (interim service 
established June 2020). 

 A new Tobacco Addiction Treatment 
Service for the community will be 
established and run by Blackpool Teaching 
Hospitals NHS Trust starting January 2021.  

 Q3 data incomplete (Oct- 19th Nov 20) –
stands at 220 appointments provided, 35 
setting a quit date (quit data not yet 
available). 

Continue to lead and coordinate 
services throughout the town via 
quarterly armed forces covenant 
meetings. 
 
(Target Date: March 2021 

Community 
Engagement & 
Partnerships 

Manager 

 Quarterly meetings continuing in January – 
these will be ongoing indefinitely.  

 Working towards gold employee 
recognition scheme with Ministry Of 
Defence.  

 Secured Silver award in September 2020. 

Develop partnership working with 
the third sector via: 

 Exploring the development of a 
local VCFS accord. 

 Continue to support VCFS 
leader’s board. 

 Development of a proactive 
Community Asset Transfer 
policy. 

 
(Target Date: March 2021) 

Community 
Engagement 

Manager 

 Accord is being led by Lancashire County 
Council but is experiencing delays due to 
Covid work taking priority. 

 Officer still attending the VCFS leaders 
meetings and CVS meetings to feed in on 
Council work. 

 The Community Asset Transfer Policy was 
approved. Currently working through the 
new process with 5 applications for 
Whiteholme Community centre. 

 The Coronavirus pandemic and emergency 
restrictions placed on the population 
necessitated the urgent need for the 
Council to take a lead role in shaping and 
delivering vital support services to help 
residents, and protect the most vulnerable 
people in our community. The immediate 
response was the launch of our unique 
Corona Kindness campaign on 23 March, 
closely followed by the establishment of 
community hubs across Blackpool.  Co-
ordinated by Adult Social Care, the 

 Partnership working is continuing in a 
positive way.  

 The effective partnership working between 
the Council and other sectors enabled the 
creation of the Corona Kindness Campaign 
to support residents in need during the 
pandemic.   
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Strategic Risk Register Progress Report 

Corporate Chief Executive Team and Public 
Health, Corona Kindness is being delivered 
in partnership with a number of 
community-based organisations, private 
companies and voluntary services. 

Focused work with the Primary 
Care Networks (NHS) to ensure 
multi agency work continues 
focused around place based 
solutions. 
 
(Target Date: March 2021) 

Public Health 
Consultant 

 This work has been slow to progress due to 
Coronavirus but regular meetings and 
discussions continue in the context of 
Population Health Management work, and 
expanding resident lead solutions to health 
improvement.  

 This work is supported by the social 
prescribing link workers, many of whom are 
now employed via the VCFS instead of NHS. 

 The work is ongoing and as it continues the 
Council will gain a better understanding of 
the impact that it has.   

Develop a process for staff 
volunteering. 
 
(Target Date: March 2021) 

Head of Leisure, 
Parks & Catering 

Services 

 The development of this scheme has been 
put on hold as resources have been 
diverted to dealing with the pandemic. 

 Staff across the Council have volunteered 
to be redeployed into a number of roles in 
support of the pandemic during the year 
including the Community Hubs, Contact 
Tracing, Corona Kindness Helpline and 
Covid Wardens.   

 An army of staff have been knocking on 
doors, telephoning residents, co-ordinating 
support and delivering food parcels, 
shopping and ready meals to people across 
Blackpool. 

 Once the staff volunteering scheme has 
been implemented it will provide staff the 
opportunity to ‘give back’ / further support 
the community.   

A support toolkit will be developed 
and quarterly steering group with 
internal stakeholders. 
 
(Target Date: July 2020) 

Community 
Engagement & 
Partnerships 

Manager 

 This has been postponed until 2021 due to 
Covid response taking priority. 

 Quarterly steering group meetings are 
taking place. 

 Quarterly steering group meetings have 
been helpful in gaining an overarching view 
of Council engagement activity.  

 Moving forward this will help to shape the 
strategy and toolkit. 
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Strategic Risk Register Progress Report 

Improve the experiences and 
outcomes of young people in our 
services by improving relationships 
between organisations via a 
coproduced approach to a youth 
mental health campaign. 
 
(Target Date: May 2020) 

Community 
Engagement & 
Partnerships 

Manager 

 The campaign was completed and 
comprised of a schools based activity for 
both primary and secondary schools, a 
week of activity, and press promoting youth 
mental health.   

 Campaign completed and the feedback was 
positive.  

 Over 32 free activities took place across 
Blackpool over the week. 

 In total 13 schools took part. 

Exploring how digital methods can 
be used to target engagement 
activity via a channel shift review. 
 
(Target Date: June 2020) 

Community 
Engagement & 
Partnerships 

Manager 

 The development of targeted engagement 
activity is ongoing with support of the 
Channel Shift Group. There are some small 
pilot programs running in Claremont and 
the service are currently reviewing the 
activity within other areas. 

 Since the onset of the Coronavirus 
pandemic, our communication has been 
delivered across a wide range of channels.  
To ensure maximum impact and awareness 
of our support services, we are utilising 
multiple communication channels including 
development of a dedicated area of the 
website www.blackpool.gov.uk/coronavirus 
with constant updates. This is 
complemented by extensive daily use of 
our social media channels; leaflet drops; 
use of digital screens; outdoor advertising 
including posters on tram and bus shelters; 
use of e-editions of Your Blackpool; news 
releases to local media; and laminated tags 
on 50,000 household bins to promote the 
Corona Kindness helpline. 

 The work is ongoing and as it continues the 
Council will gain a better understanding of 
the impact that it has.   

 Communication between the Council and 
residents has significantly increased during 
the pandemic.   

Develop joint working with the NHS 
to develop neighbourhoods. 
 
(Target Date: May 2020) 

Public Health 
Consultant 

 This work has been deferred due to the 
refocus of NHS and Council resources being 
targeted on responding to the pandemic.  

 Good joint working with the NHS to develop 
neighbourhoods.   
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Strategic Risk Register Progress Report 

 

Sub-Risk: Lack of individual resilience to work in a changing environment. 
(weighting 20%) 

Gross Risk Score Nett Risk Score 

16 12 

Risk Score in 2019/20 16 12 

 

Risk Owner:  Chief Executive 
 

Existing Controls in Place: 

 Arrangements for managing work related pressure, supported by an online stress work tool, iPool module, and face to face training. 

 A range of training courses in place to help build individual resilience skills. 

 Absence management procedures in place. 

 Leadership Charter and survey conducted to ensure employees are well led. 

 Annual staff conference and awards ceremony. 

 A network of Council wide Health Champions has been established.   

 Corporate Health and Wellbeing Group has been established chaired by the Director of Public Health with a senior representative from each Directorate in 
attendance. 

 Change management e-learning package in place. 

 Access to an Employee Assistance Programme. 

 Occupational health service in place which provides access to support services such as Cognitive Behaviour Therapy. 

Actions: 

Actions Risk Manager Current Position Outcomes / Results 
Development of systems and 
processes to improve attendance 
management. 
 
(Target Date:  March 2021) 

Head of HR Work has progressed well and the following is 
now in place: 

 Streamlined and improved Attendance 
Policy agreed with Trade Unions. 

 New Managers Guide to Managing 
Attendance which includes a full suite of 
standard documentation/letters.  

 New Employees Guide to Managing 
Attendance. 

 Streamlined and easier to follow policy. 

 Improved skills for managers, and clearer 
process for them to follow when dealing 
with sickness absence  

 Improved compliance with process and 
policy evident through manual monitoring in 
key areas such as Children’s and Adults 
services.  

 Once in place the new HR system will be 
able to provide much greater exception 
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Strategic Risk Register Progress Report 

 Revised Managing Attendance training both 
face to face, and mandatory ELearning for 
Managers. 

 Case conferring on complex cases with HR 
and Senior Occupational Health nurse now 
in place. 

 New Wellbeing at Work branding and HUB 
page outlining comprehensive suite of 
Manager and employee support. 

 Attendance Management system 
specification included within current tender 
process for new HR system to facilitate an 
automated attendance management 
workflow and prompts for managers. 

 Improved suite of management information 
provided to Directorate Management 
meetings to monitor progress and support 
scrutiny. 

 Corporate Health and Wellbeing group set 
up Chaired by Director of Public Health in 
place which includes senior representative 
from each Directorate. 

 Health Champion group in place which 
promotes Health and Wellbeing across the 
Councils workforce. 

 Mental Health First Aiders trained and 
promoted across the Council. 

 Corporate Wellbeing Event a major part of 
the Annual Staff Conference with 386 
registered attendees. 

 EAP rebrand and new “My Healthy 
Advantage” smartphone app launched.  

reporting capability leading to the ability for 
more detailed scrutiny, support and 
challenge. 

 Comprehensive employee support all in one 
place.  

 Oct 2018 to Sept 2019 and Oct 2019 to Sept 
2020 sickness absence stats comparison 
shows the total Number of working days 
lost per full time equivalent has reduced by 
3.26% but still remains high at 11.57 days. 
Year on year comparisons are useful but do 
not tell the whole story as they depend 
upon consistent and accurate reporting by 
Managers. The Covid pandemic, increase in 
homeworking, and focus on more accurate 
reporting as part of the Invest to Save pilot, 
will all have had an impact on the most 
recent year’s data in differing ways. 
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Strategic Risk Register Progress Report 

 Revised Work Related Pressure Self-
Assessment Tool on ipool to support staff 
to better manage pressures. 

 Employee Wellbeing newsletter created 
and distributed to highlight support 
available to staff. 

 Positive communication letters sent to staff 
to target high sickness absence categories.  

New Action  
 
Ensure robust resilience 
arrangements are in place to 
enable the Council to effectively 
deliver services during the 
pandemic.  

Chief Executive   The pandemic has stress tested the 
organisations resilience and our risk 
management has ensured we have 
weathered the storm and dealt with 
matters effectively including employee 
health and wellbeing. 

 

 Recovery planning will further improve 
resilience as we maximise strategies which 
have worked for us during the pandemic 
including: 

o The ability for employees to 
effectively homework on a regular 
basis. 

o The effectiveness of Council ICT 
systems whether in the office or 
at home. 

o The ability to meet virtually thus 
saving travel time and adding 
back capacity. 

o Improved Senior Leadership Team 
processes re: regular 
communications and two way 
feedback. 

o Upskilling of managers in 
managing risk dynamically as a 
result of the pandemic. 

o More flexible working 
arrangements. 

o Managers have learned how to 
manage employees remotely 
where necessary. 
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Strategic Risk Register Progress Report 

o Continued effective joint working 
with partner organisations.  
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Report to: AUDIT COMMITTEE 

Relevant Officer: Tracy Greenhalgh, Head of Audit and Risk 

Meeting  21 January 2021  

 

INTERNAL AUDIT CHARTER 2021/2022 
 

1.0  
 

Purpose of the report: 
 

1.1  
 

To present the 2021/2022 Internal Audit Charter for approval.  
 

2.0  Recommendation(s): 
 

2.1  To approve the Internal Audit Charter 2021/2022. 
 

3.0  Reasons for recommendation(s): 
 

3.1  
 

To ensure that the Internal Audit Service continues to adhere to the Public Sector Internal Audit 
Standards.   

 
3.2  Is the recommendation contrary to a plan or strategy adopted or approved by the Council? 

 
No 

3.3  Is the recommendation in accordance with the Council’s approved budget? 
 

Yes 

4.0  Other alternative options to be considered: 
 

4.1  None 

 
5.0  Council priority: 

 
5.1  The work of the internal audit team contributes to the achievement of all of the Council’s priorities.  

 
6.0  Background information 

 
6.1  The Internal Audit Charter defines internal audit’s mission, purpose, authority and responsibility. It 

establishes internal audit’s position within the Council and defines the scope of internal audit 
activities and reporting lines. The Chartered Institute of Public Finance and Accountancy (CIPFA) and 
the Chartered Institute of Internal Auditors (CIIA) set the internal audit standards in respect of local 
government across the UK and adopted a common set of Public Sector Internal Audit Standards 
(PSIAS) in April 2013. The Charter follows the model document provided by the CIIA. 

 
6.2  Does the information submitted include any exempt information? No 
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7.0  List of Appendices: 
 

7.1  Appendix 7(a) – Internal Audit Charter 2021/2022 

 
8.0  Financial considerations: 

 
8.1  Effective internal controls and an effective internal audit service can have a positive impact on the 

Council’s financial position through identification of areas where controls can be strengthened, losses 
prevented and value for money improved. 
 

9.0  Legal considerations: 
 

9.1  All local authorities are subject to the Accounts and Audit (England) Regulations (2015) which requires 
them to make provision for internal audit in accordance with the Public Sector Internal Audit 
Standards (PSIAS) as well as the CIPFA Local Government Application Note. 
 

10.0  Risk management considerations: 
 

10.1  The work of internal audit forms a key element of the Council’s overall system of internal control.  An 
effective internal audit service also helps to promote and implement best practice and process 
improvements in the management of risks. 
 

11.0  Equalities considerations: 
 

11.1  The work required to deliver the internal audit plan is identified through a regular risk assessment 
process. This is carried out using an established methodology that is designed to show that all 
potential audit areas are considered fairly. 
 

12.0  Sustainability, climate change and environmental considerations: 
 

12.1  Internal audit will consider risks in relation to sustainability, climate change and the environment as 
part of its annual planning process. 

 
13.0  Internal/external consultation undertaken: 

 
13.1  All members of internal audit contributed to the development of the Charter prior to it being taken to 

the Corporate Leadership for consideration on 16 December 2020.  
 

14.0  Background papers: 
 

14.1  Public Sector Internal Audit Standards.  
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Purpose, Mission Statement and Definition  

The purpose of this Internal Audit Charter is to define internal audit’s purpose, authority and responsibility. It 
establishes the internal audit activity’s position within the Council and reporting lines; authorises access to records, 
personnel and physical property relevant to the performance of audit work; and defines the scope of internal audit 
activities.  

The charter also covers the arrangements for the appointment of the Head of Audit and Risk and internal audit 
staff, and identifies the nature of professionalism, skills and experience required.  

Internal Audit Mission Statement 

The mission of internal audit is to enhance and protect organisational value by providing risk-based and objective 
assurance, advice and insight. Internal auditing is an independent, objective assurance and consulting activity 
designed to add value and improve an organisation’s operations. It helps an organisation accomplish its objectives 
by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, 
control and governance processes.  

Role  

The internal audit activity is established by the Corporate Leadership Team and Audit Committee.  The internal 
audit activity’s responsibilities are defined by the Corporate Leadership Team and Audit Committee as part of their 
oversight role.  

The Public Sector Internal Audit Standards require that the Internal Audit Charter defines the terms Board, Chief 
Audit Executive and Senior Management in relation to the work of internal audit. For the purposes of internal audit 
work the roles are defined as follows:  

 Board - The internal audit activity is established and defined by the Board, (hereafter referred to as the 
Audit Committee). The internal audit activity's responsibilities are defined by the Audit Committee as part 
of their oversight role.  

 Chief Audit Executive - The role of the Chief Audit Executive is undertaken by the Head of Audit and Risk.  
 Senior Management – Senior Management is defined as the Corporate Leadership Team.  

 

Standards and Core Principles  

Internal audit is a statutory service in the context of the Accounts and Audit (England) Regulations 2015, which 
require authorities to ensure that they have a sound system of internal control which:  

 Facilitates the effective exercise of its functions and the achievement of its aims and objectives;  

 Ensures that the financial and operational management of the authority is effective; and  
 Includes effective arrangements for the management of risk.  
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The Accounts and Audit Regulations 2015 also state that: “a  relevant body must undertake an effective internal 
audit to evaluate the effectiveness of its risk management control and governance processes, taking into account 
public sector internal auditing standards or guidance”.  

The internal audit function is required to comply with Public Sector Internal Audit Standards (PSIAS). The PSIAS 
encompass the mandatory elements of the Chartered Institute of Internal Auditors (CIIA); International Professional 
Practices Framework (IPPF) and CIPFA in respect of local government. A common set of Public Sector Internal Audit 
Standards (PSIAS) were adopted from 1 April 2013.  

Compliance with the standards is subject to a quality assurance and improvement programme in line with the 
standards. This includes a regular self-assessment and an external assessment which must be conducted at least 
once every five years by a qualified, independent assessor or assessment team from outside the organisation. 
Results of quality reviews shall be reported to the Audit Committee by the Head of Audit and Risk.  

The Core Principles within the PSIAS articulate internal audit effectiveness. For an internal audit function to be 
considered effective, all principles should be present and operating effectively. Failure to achieve any of the 
principles would imply that an internal audit activity was not as effective as it could be in achieving internal audit’s 
mission. The internal audit activity must achieve the following Core Principles:  

 Demonstrates integrity;  

 Demonstrates competence and due professional care;  
 Is objective and free from undue influence (independent); 

 Aligns with the strategies, objectives, and risks of the organisation; 
 Is appropriately positioned and adequately resourced;  

 Demonstrates quality and continuous improvement;  
 Communicates effectively;  

 Provides risk-based assurance;  
 Is insightful, proactive, and future-focused; and  

 Promotes organisational improvement.  
 

Ethics and Professionalism  

Internal audit operates in accordance with the PSIAS and all internal audit staff in the public sector govern 
themselves by adherence to the PSIAS Code of Ethics. All audit staff are also required to adhere to the Codes of 
Ethics of their professional bodies, where appropriate. Internal auditors who work in the public sector must also 
have regard to the Committee on Standards of Public Life Life’s ‘Seven Principles of Public Life’. Internal auditors 
must exercise due professional care by considering the:  

 Extent of work needed to achieve the engagement’s objectives;  
 Relative complexity, materiality or significance of matters to which assurance procedures are applied;  

 Adequacy and effectiveness of governance, risk management and control processes; and  
 Probability of significant errors, fraud, or non-compliance. 
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Authority  

The internal audit activity, with strict accountability for confidentiality and safeguarding records and information, 
has authorised full, free, and unrestricted access to any and all of the organisation's records, physical properties, 
and personnel pertinent to carrying out any engagement. All employees are requested to assist the internal audit 
activity in fulfilling its roles and responsibilities. The internal audit activity will also have free and unrestricted access 
to the Audit Committee. Designated auditors are entitled, without necessarily giving prior notice, to require and 
receive: 

 Access to all records, documents and correspondence relating to any financial or other relevant 
transactions, including documents of a confidential nature;  

 Access at all reasonable times to any land, premises, officers and members of the Council;  
 The production of any cash, stores or other property of the Council under an officer’s and member’s 

control; and  

 Explanations concerning any matter under investigation.  
 

Where the Council works in partnership with other organisations, the role of internal audit will be defined on an 
individual basis. Where internal audit undertakes work on behalf of any other organisations, this will be determined 
in conjunction with the organisation’s Audit Committee and in consultation with the Director of Resources to ensure 
that appropriate audit resources are available to provide assurance over the Council’s activities.  

Organisation  

Internal audit activity supports the Director of Resources to discharge their responsibilities for maintaining proper 
administration of financial affairs and an adequate and effective system of internal control as required under 
section 151 of the Local Government Act 1972 and by the Accounts and Audit (England) Regulations 2015.  

The Head of Audit and Risk reports to the Audit Committee. The Audit Committee approve the annual internal audit 
plan and review the adequacy of internal audit activity, the scope and nature of its work and receives and reviews 
the assurance statements from internal audit work undertaken.   

Internal audit resides within the Resources Directorate. The Head of Audit and Risk will report on operational issues 
to the Director of Resources (Statutory Finance Officer) and the Chief Executive on strategic matters.  The Head of 
Audit and Risk has the authority to communicate and interact directly with the Corporate Leadership Team and the 
Audit Committee.   

Internal audit and external audit communicate as and when required to reduce duplication and make optimum use 
of the available audit resources.  

Independence and Objectivity  

The internal audit activity will remain free from interference by any element of Blackpool Council, including matters 
of audit selection, scope, procedures, frequency, timing, or report content to permit maintenance of a necessary 
independent and objective mental attitude.  

Page 40



Internal Audit Charter 2021-22 
 

 
Page 5 of 11 

Internal auditors will have no direct operational responsibility or authority over any of the activities audited.  
Accordingly, they will not implement internal controls, develop procedures, install systems, prepare records or 
engage in any other activity that may impair an internal auditor’s judgement.  

Internal auditors must exhibit the highest level of professional objectivity in gathering, evaluating and 
communicating information about the activity or process being examined.  Internal auditors must make a balanced 
assessment of all of the relevant circumstances and not be unduly influenced by their own interests or by others in 
forming judgements. 

The Head of Audit and Risk will confirm to the Corporate Leadership Team and Audit Committee, at least annually, 
the organisational independence of the internal audit activity.  

Responsibility 

The scope of internal auditing encompasses, but is not limited to, the examination and evaluation of the adequacy 
and effectiveness of Blackpool Council’s governance, risk management and internal control processes in relation to 
the Council’s defined goals and objectives.  Internal control objectives considered by internal audit include: 

 Consistency of operations or programs with established objectives and goals and effective performance; 

 Effectiveness and efficiency of operations and employment of resources; 
 Compliance with significant polices, plans, procedures, laws and regulations; 

 Reliability and integrity of management and financial information processes, including the means to 
identify, measure, classify and report such information; and 

 Safeguarding of assets.   
 

Internal audit is responsible for evaluating all processes (Audit Universe) of the organisation including governance 
and risk management processes.  The Head of Audit and Risk must deliver an annual internal audit opinion and 
report that can be used by the organisation to inform its Annual Governance Statement (AGS). The annual internal 
audit opinion must conclude on the overall adequacy and effectiveness of the organisation’s framework of 
governance, risk management and control. This is the ‘assurance role’ for internal audit.  

Internal audit may also perform consulting and advisory services related to governance, risk management and 
control as appropriate for the Council; this is advisory in nature and generally performed at the specific request of 
the organisation. The aim of the consultancy service is to help management improve the Council’s risk 
management, governance and internal control environment.  

Based on its activity, internal audit is responsible for reporting significant risk exposures and control issues identified 
to the Corporate Leadership Team and Audit Committee, including fraud risks, governance issues and other matters 
requested or needed by the Corporate Leadership Team.  

The Audit Committee is responsible for oversight of the governance, risk management and internal control 
environment at the Council.   
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The Statutory Finance Officer, Head of Paid Service and Monitoring Officer are responsible for ensuring that the 
Council complies with the Councils governance framework, of which internal audit form an integral role.  

Role of Internal Audit in Fraud Related Work 

Managing the risk of fraud is the responsibility of line management. The Statutory Finance Officer has specific 
responsibilities in relation to the detection and investigation of fraud and may request internal audit to assist with 
the investigation of suspected fraud or corruption. The Corporate Fraud Team also reports to the Head of Audit and 
Risk and therefore appropriate links are in place to ensure a prompt response to serious fraud issues.  The Head of 
Audit and Risk should be notified of all suspected or detected fraud, corruption or impropriety, to inform their 
opinion on the control environment and their audit plan. 

Internal Audit Plan 

The Head of Audit and Risk should develop and maintain a strategy for economically and efficiently providing the 
Statutory Finance Officer, with objective evaluation of, and opinions on, the effectiveness of the Council’s risk 
management, governance and internal control arrangements.  

On an annual basis, the Head of Audit and Risk will submit to the Corporate Leadership Team and Audit Committee 
an internal audit plan for review and approval, including risk assessment criteria.  The internal audit plan includes 
timing as well as budget and resource requirements for the next financial year.  The Head of Audit and Risk will 
communicate the impact of resource limitations and significant interim changes to the Corporate Leadership Team 
and the Audit Committee. 

The internal audit plan will be developed based on a prioritisation of the audit universe using a risk based 
methodology, including input from senior managers.  Prior to submission of the plan to the Corporate Leadership 
Team for approval the plan will be discussed with appropriate senior management.  Any significant deviation from 
the approved internal audit plan will be communicated through the quarterly activity reporting process.   

Scope of Internal Audit Work – Opinion Work  

The internal audit activity must evaluate and contribute to the improvement of governance, risk management and 
control processes using a systematic and disciplined approach.  

Governance  

Internal audit must assess and make appropriate recommendations for improving the governance process in its 
accomplishment of the following objectives:  

 Promoting appropriate ethics and values within the organisation;  

 Ensuring effective organisational performance management and accountability;  
 Communicating risk and control information to appropriate areas of the organisation; and  

 Co-ordinating the activities of and communicating information among the Audit Committee, external and 
internal auditors and management.  
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Risk Management  

Internal audit must evaluate the effectiveness and contribute to the improvement of risk management processes 
by assessing how:  

 Organisational objectives support and align with the organisation’s mission;  
 Significant risks are identified and assessed;  

 Appropriate risk responses are selected that align risks with the organisation’s risk appetite; and  
 Relevant risk information is captured and communicated in a timely manner across the organisation, 

enabling staff, management and the Audit Committee to carry out their responsibilities.  
 

Internal Control  

Internal audit must assist the organisation in maintaining effective controls by evaluating their effectiveness and 
efficiency and by promoting continuous improvement. The internal audit activity must evaluate the adequacy and 
effectiveness of controls in responding to risks within the organisation’s governance, operations and information 
systems regarding the:  

 Achievement of the organisation’s strategic objectives;  

 Reliability and integrity of financial and operational information;  

 Economical, effective and efficient use of resources;  
 Effectiveness and efficiency of operations and programmes;  

 Safeguarding of the Council’s assets and interests from losses of all kinds, including those arising from 
fraud, irregularity corruption or bribery; and  

 Compliance with laws, regulations, policies, procedures and contracts.  
 

Non - Opinion Work  

Where internal audit is requested to provide advice, consultancy, investigatory or project support work the request 
will be assessed by the Head of Audit and Risk. Such assignments will be undertaken where it is considered that the 
following criteria will be met: 

 The work aligns with the available skills and resources within internal audit. 
 The assignment will contribute to strengthening the control framework. 

 Accepting the assignment would not give rise to a conflict with planned assurance work or the general 
requirement for internal audit to maintain independence. 

Such assignments may be included as part of the internal audit annual plan or resourced through utilisation of 
contingency specifically set aside in the plan for this purpose. Approval must be sought from the Audit Committee 
for any significant additional consulting services not already included in the audit plan, prior to accepting the 
engagement. 
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Delivery of Internal Audit Work  

Engagement Planning  

For each engagement, a Client Notification will be prepared, and agreed with relevant managers. The Client 
Notification will establish the objectives, scope and timing for the audit assignment, and reporting requirements.  

Internal Auditors are not tasked with reviewing any systems for which they have previously held operational 
responsibility for.  This is applied for a three year period to ensure that objectivity is not compromised.  

As the Head of Audit and Risk has operational responsibilities for the management of other areas in Risk Services 
any audit assurance work related to these areas is managed by a Senior Auditor with no involvement from the 
Head of Audit and Risk.  On these occasions the scope of the work and agreement of the report are undertaken in 
conjunction with the Head of Audit and Risk’s line manager (Statutory Finance Officer), to help avoid the risk of 
conflicts of interest.   

Performing the Engagement  

Auditors are required to identify, analyse, evaluate and document sufficient information to achieve the review’s 
objectives. This evidence supports their conclusions, professional judgments and recommendations and therefore 
must be factual and accurate. This data is held in compliance with the Council’s Retention Schedule. Engagements 
are supervised to ensure objectives are achieved and quality is assured.  

Where key systems are being operated on behalf of the Council or where key partnerships are in place the Head of 
Audit and Risk must ensure arrangements are in place to form an opinion on their effectiveness.  

Where the Council operates systems on behalf of other bodies, the Head of Audit and Risk must be consulted on 
the audit arrangements proposed or in place.  

It is management’s responsibility to ensure the provision for relevant audit rights of access in any contract or Service 
Level Agreement the Council enters into, either as provider or commissioner of the service.  

Reporting and Monitoring  

A written report will be prepared and issued by the Head of Audit and Risk or designee following the conclusion of 
each internal audit engagement and will be distributed in accordance with internal protocols. Internal audit results 
will also be communicated to the Audit Committee.  

The internal audit report includes management's response and corrective action taken or to be taken in regard to 
the specific findings and prioritised recommendations. Management's response, whether included within the 
original audit report or provided thereafter by management of the audited area should include a timetable for 
anticipated completion of action to be taken and an explanation for any corrective action that will not be 
implemented.  

The Head of Audit and Risk will agree reporting arrangements with the Statutory Finance Officer which will include 
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 Distribution and timing of draft audit reports;  
 Council’s responsibilities in respect of responding to draft audit reports;  

 Distribution of finalised audit reports;  
 Follow up by internal audit of agreed recommendations; and  

 Escalation of recommendations where management responses are judged inadequate in relation to the 
identified risks.  
 

The internal audit activity will be responsible for appropriate follow-up on engagement findings and high risk 
recommendations. All significant findings will remain in an open issues file until cleared. It is the responsibility of 
the manager to ensure agreed recommendations are implemented and for them to provide relevant evidence to 
internal audit. The findings and results of follow up reviews are communicated to the Audit Committee and used 
to inform future audit planning.  

The Head of Audit and Risk will present a formal report annually to the Corporate Leadership Team and Audit 
Committee giving an opinion on the overall adequacy and effectiveness of the Council’s framework of governance, 
risk management, and internal control (including any reliance placed on work by other assurance providers). This 
report will conform to the PSIAS for the Head of Internal Audit Opinion statement, and will provide a summary of 
the work to support the opinion. It will be timed to support the production of the Council’s Annual Governance 
Statement. Reports of progress against the planned work will be presented to the Audit Committee on a quarterly 
basis during the year.  

A statement will also be made on the conformance with the PSIAS, the results of the quality assurance and 
improvement program and any external assessor’s improvement recommendations, disclosure of any impairments 
or limitations. If an unfavourable opinion is given, the reasons for this must be specified.  

Communicating the Acceptance of Risk  

If the Head of Audit and Risk concludes that management has accepted a level of risk that may be unacceptable to 
the organisation, this will be discussed with the relevant senior manager. If the Head of Audit and Risk determines 
that the matter has not been resolved, then the matter will be communicated to the Statutory Finance Officer, 
Chief Executive and the Audit Committee.  

Responsibilities of the Council  

The Council is responsible for ensuring that Internal Audit is provided with all necessary assistance and support to 
ensure that it meets the required standards.  

The Statutory Finance Officer will make appropriate arrangements for the provision of an internal audit service. 
This will include the formal adoption of this Charter by the Corporate Leadership Team and Audit Committee and 
the adoption of corresponding elements in the Financial Regulations.  

The Council will ensure it has taken all necessary steps to provide internal audit with information on its objectives, 
risks, and controls to allow the proper execution of the audit plan and adherence to internal audit standards. This 
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will include notifying internal audit of any significant changes in key control systems which may affect the internal 
audit plan.  

The Council, through the Corporate Leadership Team and other relevant managers, will respond promptly to audit 
plans, reports and recommendations.  

Responsibility for monitoring and ensuring the implementation of agreed recommendations rests with the Council.  

Skills and Competencies  

Head of Audit and Risk 

The Head of Audit and Risk will be appointed by the Council and will have sufficient skill, experience and 
competencies to work with the leadership team and the Audit Committee and influence the risk management, 
governance and internal control of the Council. The Head of Audit and Risk is responsible for ensuring that there is 
access to the full range of knowledge, skills, qualifications and experience to deliver the audit plan and meet the 
requirements of the PSIAS. In addition to internal audit skills, the Head of Audit and Risk will specify any other 
professional skills that may be needed by the internal audit team. The Head of Audit and Risk will hold a full, 
professional qualification, defined as CCAB, CMIIA or equivalent professional membership and adhere to 
professional values and the Code of Ethics.  

Internal Audit Staff  

Internal audit must be appropriately staffed in terms of grades, qualification levels and experience. Internal auditors 
need to be properly trained to fulfil their responsibilities and should maintain their professional competence 
through an appropriate ongoing development programme. The Head of Audit and Risk is responsible for appointing 
the staff of internal audit and will ensure that appointments are made in order to achieve the appropriate mix of 
qualifications, experience and audit skills. The Head of Audit and Risk is responsible for allocating appropriately 
qualified and experienced auditors to specific assignments, from within the internal audit team and when using 
auditors from partner internal audit teams or other external sources.  

Each job role within the internal audit structure will detail skills and competencies within the approved job 
description and person specification. In line with Council policy and the PSIAS, each member of the team will be 
assessed against these predetermined competencies and annual objectives. Any development and training plans 
will be regularly reviewed, monitored and agreed with the audit team members. This assessment will also take into 
account competency changes as needed i.e. to reflect changing technology and legislation. Auditors are also 
required to maintain a record of their continual professional development in line with their professional body.  

Periodic Assessment 

The Head of Audit and Risk is responsible for providing periodically a self-assessment on the internal audit activity 
regarding its conformity to the Audit Charter (purpose, authority, responsibility) and performance relative to the 
audit plan. 
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In addition, the Head of Audit and Risk will communicate to the Corporate Leadership Team and the Audit 
Committee on the internal audit activity’s quality assurance and improvement program, including results of ongoing 
internal assessments and external assessments conducted at least every five years.   

Quality Assurance and Improvement Programme 

The internal audit service will maintain a quality assurance and improvement programme that covers all aspects of 
the internal audit activity.  The programme will include an evaluation of the internal audit activity’s conformance 
with the Public Sector Internal Audit Standards and an evaluation of whether internal auditors apply the Code of 
Ethics.  The programme also assesses the efficiency and effectiveness of the internal audit activity and identifies 
opportunities for improvement. 

The Head of Audit and Risk will communicate to the Corporate Leadership Team and Audit Committee on the 
internal audit activity’s quality assurance programme, including results of ongoing internal assessments and 
external assessment conducted at least every five years.  

Internal Audit Resources  

If the Head of Audit and Risk or the Committee consider that the level of audit resources or the terms of reference 
in any way limit the scope of internal audit, or prejudice the ability of internal audit to deliver a service consistent 
with the Mission, the Definition of Internal Auditing and the Standards, they should advise the Chief Executive and 
the Statutory Finance Officer accordingly.  

Review  

This Charter will be the subject of annual review by the Head of Audit and Risk and will be formally presented to 
the Corporate Leadership Team and Audit Committee for approval.  
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Report to: AUDIT COMMITTEE 

Relevant Officer: Tracy Greenhalgh, Head of Audit and Risk  

Meeting  21 January 2021  

 

RISK MANAGEMENT FRAMEWORK 2021-2025 
 

1.0  
 

Purpose of the report: 
 

1.1  
 

To consider the revised Risk Management Framework for 2021-2025. 
 
Once considered by the Audit Committee the Framework will be formally launched through the 
various risk management groups across the Council.   

 
2.0  Recommendation(s): 

 
2.1  To approve the Risk Management Framework 2021-2025. 

 
3.0  Reasons for recommendation(s): 

 
3.1  
 

To ensure effective risk management across the Council. 

 

3.2  Is the recommendation contrary to a plan or strategy adopted or approved by the Council? 
 

No 

3.3  Is the recommendation in accordance with the Council’s approved budget? 
 

Yes 

4.0  Other alternative options to be considered: 
 

4.1  None 

 
5.0  Council priority: 

 
5.1  Effective risk management contributes to the achievement of all of the Council’s priorities.  

 
6.0  Background information 

 
6.1  The revised Risk Management Framework sets out the Council’s approach to risk management for the 

period of 2021-2025.   
 
The document has been aligned to the Government’s Orange Book which incorporates the latest 
thinking in terms of risk management in the public sector.    
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6.2  The aim of the Risk Management Framework is to enable the Council to identify, evaluate and cost-
effectively control risks and ensure any residual risk is at an acceptable level.   
 
It is intended to promote best practice in risk management at all levels and in all activities, including 
those delivered with external partners, and links into the Council’s framework for good governance.    
 
The following key principles will be the key drivers for implementing good risk management across 
the Council: 
 

 Risk management shall be an essential part of governance and leadership and fundamental to 
how the organisation is directed, managed and controlled at all levels.  

 Risk management shall be an embedded part of all organisational activities to support 
decision making in achieving objectives.  

 Risk management shall be collaborative and informed by the best available information and 
expertise. 

 Risk management processes shall be structured.   

 Risk management shall be continually improved through learning and experience. 

 
6.3  Does the information submitted include any exempt information? No 

 

7.0  List of Appendices: 
 

7.1  Appendix 8(a) – Risk Management Framework 2021-2025 

 
8.0  Financial considerations: 

 
8.1  The aim of risk management is to try, as far as possible, to minimise things going wrong therefore 

avoiding unplanned financial impacts.    

 
9.0  Legal considerations: 

 
9.1  The Council has a duty to effectively manage its risks and protect public funds.    

 
10.0  Risk management considerations: 

 
10.1  Implementing the framework is a key tool in risk management and helps the Council effectively 

reduce risks in a considered and consistent manner.   

 
11.0  Equalities considerations: 

 
11.1  Risk management processes should consider risks in relation to equalities as part of its risk 

identification and assessment process. 

 
12.0  Sustainability, climate change and environmental considerations: 

 
12.1  Risk management processes should consider risks in relation to sustainability, climate change and the 
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environment as part of its risk identification and assessment process. 

 
13.0  Internal/external consultation undertaken: 

 
13.1  Consultation has been undertaken with the Corporate Risk Management Group and Good 

Governance Group. The framework was approved by the Corporate Leadership Team on 22 December 
2020.  
 

14.0  Background papers: 
 

14.1  HM Government – The Orange Book   
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Foreword  
The Council recognises that effective risk management is about taking measured risks when making decisions and 
encouraging innovation. It puts us in a stronger position to deliver our goals and provide our services.  

Good risk management is integral to the way we work and must be embedded throughout every aspect of the 
Council, our activities and our partnerships. 

Everyone has a responsibility to manage risk. As members of staff we are all accountable for the decisions we make, 
whether it be individually or collectively. Part of that decision making process should involve the consideration of 
threats, their likely impact, and identification of opportunities. 

The Corporate Leadership Team fully support and endorse the Risk Management Framework and require all staff 
to comply with the requirements. 

We must all ensure that we proactively embrace risk management across our portfolio of activities, understanding 
that we are continually contributing to a dynamic, risk aware culture. 

 

 

 

 

 

 

Neil Jack 

Chief Executive 
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Introduction 
In successful organisations, risk management enhances strategic planning and prioritisation, assists in achieving 

objectives and strengthens the ability to be agile to respond to the challenges faced. The Council cannot be risk 

averse and be successful. Risk is inherent in everything we do to deliver high-quality services. Risk management 

must be an integral part of informed decision-making; from policy or project inception through implementation to 

the everyday delivery of our services. The Council’s approach is based on and closely aligned to the best practice 

established in the Orange Book which sets out the approach with managing risk in the Public Sector. 

As with all aspects of good governance, the effectiveness of risk management depends on the individuals 

responsible for operating the systems put in place. Our risk culture must embrace openness, support transparency, 

welcome constructive challenge and promote collaboration, consultation and co-operation. We must invite scrutiny 

and embrace expertise to inform decision-making.  

The aim of the Risk Management Framework is to enable the Council to identify, evaluate and cost-effectively 

control risks and ensure any residual risk is at an acceptable level.  It is intended to promote best practice in risk 

management at all levels and in all activities, including those delivered with external partners, and links into the 

Council’s framework for good governance.   For the risk management framework to be considered effective, the 

following principles shall be applied: 

 Risk management shall be an essential part of governance and leadership, and fundamental to how the 
organisation is directed, managed and controlled at all levels.  

 Risk management shall be an embedded part of all organisational activities to support decision-making in 
achieving objectives.  

 Risk management shall be collaborative and informed by the best available information and expertise. 

 Risk management processes shall be structured to include:  

a. risk identification and assessment to determine and prioritise how the risks should be managed;  

b. the selection, design and implementation of risk treatment options that support achievement of 
intended outcomes and manage risks to an acceptable level;  

c. the design and operation of integrated, insightful and informative risk monitoring; and  

d. timely, accurate and useful risk reporting to enhance the quality of decision-making and to support 
management and oversight bodies in meeting their responsibilities.  

 Risk management shall be continually improved through learning and experience. 

There are a number of key terms which are used throughout this document and these are defined as follows: 
Page 55



Risk Management Framework 
 

 
Page 4 of 33 

 Governance is the system by which organisations are directed and controlled. It defines accountabilities, 
relationships and the distribution of rights and responsibilities among those who work with and in the 
organisation, determines the rules and procedures through which the organisation’s objectives are set, and 
provides the means of attaining those objectives and monitoring performance. 

 Risk Management is the co-ordinated activities designed and operated to manage risk and exercise internal 
control within an organisation. 

 Risk is the effect of uncertainty on objectives. Risk is usually expressed in terms of causes, potential events, 
and their consequences (impact and likelihood). 

 Internal Control is the dynamic and iterative framework of processes, policies, procedures, activities, devices, 
practices, or other conditions and/or actions that maintain and/or modify risk.  

 Assurance is a general term for the confidence that can be derived from objective information over the 
successful conduct of activities, the efficient and effective design and operation of internal control, 
compliance with internal and external requirements, and the production of insightful and credible 
information to support decision-making.  
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Governance and Leadership 
Risk Culture 

Behaviour and culture significantly influence all aspects of risk management at each level and stage. To support the 

appropriate risk culture, the Corporate Leadership Team will ensure that expected values and behaviours are 

communicated and embedded at all levels. The Corporate Leadership Team set the risk appetite to support 

informed decision making, ensure confidence in the response to risks and ensure transparency.  

The risk appetite is the amount and type of risk that the Council is willing to take in order to meet its objectives. It is 

defined by setting risk tolerances within a criteria established in a risk matrix.  The Council’s attitude to risk is that it 

should be managed rather than avoided.  Innovative solutions are encouraged and while they often involve risk 

they can be implemented with awareness and management of the risks they carry.   

The Head of Audit and Risk will periodically assess the Council’s risk culture, incentivise expected behaviours and 

sanction inappropriate behaviours. Where they are not satisfied, they will direct and manage corrective actions and 

seek assurances that the desired risk culture and behaviours are promoted. 

Roles and Responsibilities  

Everyone in an organisation has some responsibility for risk management. The “three lines of defence” model 

provides a simple and effective way to help delegate and coordinate risk management roles and responsibilities 

within and across the Council.  
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 First Line of Defence - management have responsibility and accountability for identifying, assessing and 

managing risks.  The first line ‘own’ the risks, and are responsible for execution of the Council’s response to 

those risks through executing internal controls on a day-to-day basis and for implementing corrective 

actions to address deficiencies.  

 Second line of Defence - consists of functions and activities that monitor and facilitate the implementation 

of effective risk management practices. They also facilitate the reporting of adequate risk related 

information up and down the organisation. The second line supports management by bringing expertise 

and monitoring alongside the first line to help ensure that risk are effectively managed. 

 Third Line of Defence - the internal audit function will, through a risk-based approach to its work, provide 

an objective evaluation of how effectively the organisation assesses and manages its risks, including the 

design and operation of the “first and second lines of defence”. 

 External Assurance - sitting outside of the Council’s own risk management framework and the three lines 

of defence, are a range of other sources of assurance that support an organisation’s understanding and 

assessment of its management of risks and its operation of controls such as external audit, Ofsted and the 

CQC.   

To support effective governance and decision-making at each level, the roles and responsibilities for risk 

management are clarified and defined below: 

Role Responsibilities 

Audit Committee 

 

 Understand the Council’s strategy, operating environment and the 

associated risks.  

 Understand the role and activities of the Corporate Leadership Team in 

relation to managing risk;  

 Discuss with the Corporate Leadership Team their attitude to and appetite 

for risk to ensure these are appropriately defined and communicated so 

that management understands these parameters and expectations;  

 Understand the risk management framework and the assignment of 

responsibilities;  

 Review the risk management framework to evaluate how well the 

arrangements are actively working in the organisation; and  

 Consider the adequacy and effectiveness of control processes in 

responding to risks within the organisation’s governance, operations, 

compliance and information systems. 

Corporate Leadership 

Team 

 Lead the assessment and management of risk and take a strategic view of 

risks in the Council.  
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Role Responsibilities 

  Ensure that there are clear accountabilities for managing risks and that 

managers are equipped with the relevant skills and guidance to perform 

their assigned roles effectively and efficiently. 

 Ensure that roles and responsibilities for risk management are clear to 

support effective governance and decision-making at each level with 

appropriate escalation, aggregation and delegation.  

 Determine and continuously assess the nature and extent of the strategic 

risks that the Council is willing to take to achieve its objectives - its “risk 

appetite” - and ensure that planning and decision-making appropriately 

reflect this assessment. 

 Agree the frequency and scope of its discussions on risk to review how 

management is responding to risks and how this is integrated with other 

matters including business planning and performance management 

processes. 

 Specify the nature, source, format and frequency of the information that it 

requires. 

 Ensure that there are clear processes for bringing significant issues to its 

attention more rapidly when required, with agreed triggers for doing so. 

 Use horizon scanning to identify emerging sources of uncertainty, threats 

and trends. 

 Assure itself of the effectiveness of the organisation’s risk management 

framework. 

 Designate an individual to be responsible for leading the organisation’s 

overall approach to risk management, who should be of sufficient seniority 

and should report to a level within the organisation that allows them to 

influence effective decision-making. 

 Ensure the allocation of appropriate resources for risk management, which 

can include, but is not limited to people, skills, experience and 

competence. 

 Chair Directorate Risk Management Group meetings, or nominate a 

suitable chair / risk champion.  

 Incorporate risk management into Departmental Management Team 

agendas. 

Head of Audit and Risk   Periodically assess the robustness of the Council’s Risk Management 

Framework and culture.  
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Role Responsibilities 

 Ensure that expected values and behaviours are communicated and 

embedded at all levels to support the appropriate risk culture. 

 Establish the organisation’s overall approach to risk management. 

 Establish risk management activities that cover all types of risk and 

processes that are applied at different organisational levels. 

 Ensure the design and systematic implementation of policies, procedures 

and practices for risk identification, assessment, treatment, monitoring 

and reporting. 

 Consider the organisation’s overall risk profile, including risk management 

within wholly owned companies. 

 Monitor the quality of the information received and ensure that it is of a 

sufficient quality to allow effective decision-making. 

Risk Champions  Schedule, Chair and arrange minutes for a Directorate Risk Management 

Group at least twice a year. 

  Ensure appropriate representation (and a nominated deputy is identified) 

from all service areas at the Directorate Risk Management Group. 

 Promote risk management best practice. 

 Represent the department at Corporate Risk Management Group, acting 

as a link between the directorate and the corporate group. 

 Champion, monitor and report on the implementation of risk registers and 

business continuity plans.  

Heads of Service  Maintain risk registers for their service, ensure reviews are undertaken 

twice a year and ensure that all risks are aligned to corporate objectives.  

 Ensure that all staff have appropriate skills and expertise to effectively 

manage the risk that they are responsible for. 

 Ensure that mitigating actions are carried out and controls are in place to 

reduce risks, whilst identifying and enabling cost-effective strategies to be 

put in place to minimise the incidence of these. 

 Encourage and develop positive risk taking in relation to service 

development and modernisation within a controlled and monitored 

process. 

 Feedback on the effectiveness of the risk management process. 
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Role Responsibilities 

 Ensure that all partnerships entered into have appropriate risk 

management arrangements, including a risk register and regular reporting 

to the governing board. 

 Promote effective risk management in service areas. 

 Ensure all significant projects entered into follow an appropriate project 

management methodology and project risks are identified and managed. 

Line Managers  Contribute to the maintenance of a risk register for their service area.  

 Share relevant information with colleagues.   

 Feedback on effectiveness of the risk management process to their Heads 

of Services. 

 Encourage and develop positive risk taking in relation to modernisation 

and business change within a controlled and assessed process. 

 Utilise risk management data to minimise unwanted incidents and 

outcomes at operational level. 

 Ensure staff have the appropriate skills to manage risk. 

Employees  Liaise with their line manager to assess areas of risk and opportunity in 

their job. 

 Identify new or changing risks in their job and feed these back to their line 

manager. 

 Highlight any risk management issues or inadequacies with their job or 

department. 

 Be aware of their accountability for ensuring that risks are adequately 

managed. 

 Understand how they can make a positive contribution to the 

improvement of risk management practices. 
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Embedding Risk Management 
The assessment and management of opportunity and risk should be an embedded part of, and not separate from:  

 Setting strategy and plans;  

 Evaluating options and delivering programmes, projects or policy initiatives; 

 Prioritising resources;  

 Supporting efficient and effective operations;  

 Managing performance; 

 Managing tangible and intangible assets; and 

 Delivering improved outcomes.  

The Corporate Leadership Team, supported by the Head of Audit and Risk, will ensure that risks are transparent and 

considered as an integral part of appraising options, evaluating alternatives and making informed decisions. 

Effective appraisal supports the assessment of the costs, benefits and risks of alternative ways to meet objectives. 

When conducting an appraisal, consideration will be given to the identification and analysis of risks in the design 

and implementation of options.   

This analysis and evaluation will provide the foundation to understand the risks arising through chosen options and 

how these will be managed, including how these will be subject to effective and on-going monitoring.   

Delivery confidence will be supported through the transparent identification of the risks faced and how those risks 

will be managed within business and financial plans. 
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Collaboration and Information  
The management of risks and the operation and oversight of internal control are considered and aligned across the 

Council. This requires collaboration and cross-organisational working and a range of risk management groups have 

been implemented which have been designed to support a comprehensive view of the risk profile in support of 

governance and decision-making requirements.  Through the risk management structure awareness of risk 

management processes are raised to help ensure that these are conducted systematically, iteratively and 

collaboratively, drawing on the knowledge and views of experts and stakeholders.  

This communication and consultation will assist relevant stakeholders in understanding the risks faced, the basis on 

which decisions are made and the reasons why particular actions are required and taken. Communication and 

consultation at the risk management groups should: 

 Bring together different functions and areas of professional expertise in the management of risks;  

 Ensure that different views are appropriately considered when defining risk criteria and when analysing 

risks; 

 Provide sufficient information and evidence to facilitate risk oversight and decision making; and  

 Build a sense of inclusiveness and ownership among those affected by risk. 

The detailed terms of reference for each group can be found in Appendix 1. The Council’s risk management groups 

include: 

 Corporate Risk Management Group 

 Directorate Risk Management Groups  

 Health and Safety Directorate Committee Meetings 

 Property Risk Management Group 

 Highways Risk Management Group 

 Driving at Work Risk Management Group 

 Emergency Planning Risk Management Group 

 Events Safety Advisory Group 

 Equality and Diversity Steering Group  

Each risk management group has a SharePoint site set up where agendas, minutes and supporting papers will be 

held.  The SharePoint sites will also be the area for storing risk registers.  It is the responsibility of the Chair of each 

meeting to ensure that the SharePoint site is kept up to date with all relevant data. Members of the risk 

management group will have access to the SharePoint site for each group along with relevant Heads of Service and 

Chief Officers.   
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Risk Management Process 
The risk assessment process adopted by the Council has four key components as illustrated below: 

 
 

Risk Identification  

The aim of risk identification is to understand the Council’s overall risk profile. Risk identification activities should 

produce an integrated and holistic view of risks and should be considered in terms of the following categories of 

risk: 
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Risk Category Description  

 

Strategy  

Risks arising from identifying and pursuing a strategy, 
which is poorly defined, is based on flawed or 
inaccurate data or fails to support the delivery of 
commitments, plans or objectives due to a changing 
macro-environment (e.g. political, economic, social, 
technological, environment and legislative change). 

 

Governance 

Risks arising from unclear plans, priorities, 
authorities and accountabilities, and/or ineffective 
or disproportionate oversight of decision-making 
and/or performance. 

 

Operations 

Risks arising from inadequate, poorly designed or 
ineffective/inefficient internal processes resulting in 
fraud, error, impaired customer service (quality 
and/or quantity of service), non-compliance and/or 
poor value for money. 

 

Legal 

Risks arising from a defective transaction, a claim 
being made (including a defence to a claim or a 
counterclaim) or some other legal event occurring 
that results in a liability or other loss, or a failure to 
take appropriate measures to meet legal or 
regulatory requirements or to protect assets (for 
example, intellectual property). 
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Risk Category Description  

 

Property  

Risks arising from property deficiencies or poorly 

designed or ineffective/ inefficient safety 

management resulting in non-compliance and/or 

harm and suffering to employees, contractors, service 

users or the public. 

 

 

Financial 

Risks arising from not managing finances in 

accordance with requirements and financial 

constraints resulting in poor returns from 

investments, failure to manage assets/liabilities or to 

obtain value for money from the resources deployed, 

and/or non-compliant financial reporting. 

 

Commercial 

Risks arising from weaknesses in the management of 

commercial partnerships, supply chains and 

contractual requirements, resulting in poor 

performance, inefficiency, poor value for money, 

fraud, and /or failure to meet business 

requirements/objectives. 

 

People  

Risks arising from ineffective leadership and 

engagement, suboptimal culture, inappropriate 

behaviours, the unavailability of sufficient capacity 

and capability, industrial action and/or non-

compliance with relevant employment legislation/HR 

policies resulting in negative impact on performance. 
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Risk Category Description  

 

Technology  

Risks arising from technology not delivering the 

expected services due to inadequate or deficient 

system/process development and performance or 

inadequate resilience. 

 

 

Information 

Risks arising from a failure to produce robust, suitable 

and appropriate data/information and to exploit 

data/information to its full potential. 

 

Security  

Risks arising from a failure to prevent unauthorised 

and/or inappropriate access to the estate and 

information, including cyber security and non-

compliance with General Data Protection Regulation 

requirements. 

 

Project/Programme 

Risks that change programmes and projects are not 

aligned with strategic priorities and do not 

successfully and safely deliver requirements and 

intended benefits to time, cost and quality. 

 

Reputational 

Risks arising from adverse events, including ethical 

violations, a lack of sustainability, systemic or 

repeated failures or poor quality or a lack of 

innovation, leading to damages to reputation and or 

destruction of trust and relations. 

 

Risks should be identified whether or not their sources are under the Council’s direct control. Even seemingly 

insignificant risks on their own have the potential, as they interact with other events and conditions, to cause great 

damage or create significant opportunity. Page 67



Risk Management Framework 
 

 
Page 16 of 33 

Risk Assessment  

While each risk identified may be important, some form of measurement is necessary to evaluate their significance 

to support decision-making. The Council has adopted a 5 x 5 risk matrix which identifies four risk tolerance levels 

coded as red, amber, yellow and green.  Risks with a green and yellow rating are within scope of the Council’s risk 

appetite.  Risks which are amber and red rated are outside of the Council’s appetite and further controls are 

required to reduce the risk.  The risk matrix used to score risks is shown below: 

 

The purpose of this risk analysis is to support a detailed consideration of the nature and level of risk. The risk 

analysis process should use the above risk criteria to foster consistent interpretation and application in defining the 

level of risk, based on the assessment of the likelihood of the risk occurring and the consequences should the event 

happen.   

Risk evaluation should involve comparing the results of the risk analysis with the nature and extent of risks that the 

Council is willing to take - its risk appetite - to determine where and what additional action is required.  

The outcome of risk evaluation should be recorded in a risk register communicated and validated through the risk 

management group structure. It should be regularly reviewed and revised based on the dynamic nature and level of 

the risks faced and at a minimum in March and September each year.  An example risk register is illustrated below: 

 

Key

IM P A C T  P ER SON A L N O IN JUR Y (1)

Risk Management Action Level Tolerable Low Priority
Activity Necessary in 

Current Year
High Priority

M IN OR  IN JUR Y (2) 5+ D A YS (3) IN C A P A C IT Y (4) D EA T H  (5)

4 5

IM P A C T  F IN A N C IA L IN SIGN IF IC A N T  (1) M IN OR  (2) M OD ER A T E (3) M A JOR  (4) C A T A ST R OP H E (5)

UN LIKELY (1)                                

T he event may o ccur o nly in 

exceptio nal circumstances

1 2 3

12

R A R E (2)                                      

T he event co uld o ccur at  so me 

t ime

2 4 6

20

H IGH  LEVEL OF  C ER T A IN T Y (5)    

T he event is expected to  o ccur in 

mo st circumstances

5

8 10

P OSSIB LE (3)                               

T he event is fairly likely to  o ccur
3 6 9 15

LIKELY (4)                                     

T he event will pro bably o ccur in 

mo st circumstances

4 8 12 16

10 15

LIKELIH OOD                

(P R OB A B ILIT Y)
IM P A C T IM P A C T IM P A C T IM P A C T IM P A C T

20 25
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Description of Risk Impacts / Consequences Opportunity Gross Risk Score Controls 
and 

Mitigation 

Net Risk Score Further 
Actions 

to 
Reduce 

Risk 

BCM 
Risk? 
Y/N? 

Risk 
Owner / 

Risk 
Manager 

Actions to 
be 

addressed 
by: 

I L GS I L NS 

              

 

Risk Treatment  

Selecting the most appropriate risk treatment option(s) involves balancing the potential benefits against the 

costs, efforts or disadvantages of proposed actions, and should take into account all of the Council’s obligations, 

commitments and stakeholder views. 

Risk treatment is the process of taking action to minimise the likelihood of the risk occurring, and also reducing 

the severity of the consequences should it occur.  Risk control usually requires managers to identify and 

implement revised working practices or implement projects to remove potential risks.  The various options 

available are listed in the following table: 

Tolerate 
Do nothing and continue as planned. The ability to do anything may be limited or the cost of 

taking action may be disproportionate to the potential benefit gained. 

Treat Introduce control procedures to increase the chance of success. 

Transfer 

Share the exposure of risk via insurance or with a contractor. The relationship with a 

contactor needs to be carefully managed as it may not be possible to fully transfer all risks 

and some aspects might remain such as reputational risk. 

Terminate Withdraw from the activity if possible. 

 

As part of the selection and development of risk treatments, the Council should specify how the chosen option(s) 

will be implemented, so that arrangements are understood by those involved and effectiveness can be 

monitored. This should include: 

 The rationale for selection of the option(s), including the expected benefits to be gained;  
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 The proposed actions; 

 Those accountable and responsible for approving and implementing the option(s); 

 When action(s) are expected to be undertaken and completed. 

Where additional action is required to bring the levels of risk within the nature and extent that the organisation is 

willing to take to achieve its objectives, the organisation should select, develop and implement options for 

addressing risk.  These might be manual or automated. This involves an iterative process of: 

 Planning and implementing internal control; 

 Assessing the effectiveness of internal control; 

 Deciding whether the nature and extent of the remaining risk after the implementation of internal controls 

is acceptable; and 

 If not acceptable, reassessing options and taking further action where appropriate. 

Risk Monitoring 

Risk monitoring plays a role before, during and after implementation of risk treatment. Ongoing and continuous 

monitoring supports understanding of whether and how the risk profile is changing and the extent to which 

internal controls are operating as intended to provide reasonable assurance over the management of risks to an 

acceptable level in the achievement of organisational objectives. 

When undertaking risk monitoring the risk owner / risk manager should consider: 

 Are the key risks still relevant? 

 Has anything occurred which could impact upon them? 

 Are performance indicators appropriate? 

 Are the controls in place effective? 

 Have risk scores changed and if so are they decreasing or increasing? 

The process for six monthly monitoring of risks is defined below: 

 Services identify their risks and formulate their risk registers by holding a risk workshop, this can be 

supported by the Audit and Risk team if required. 

 The registers are assessed every six months (or more frequently if significant change has occurred), taking 

into consideration current controls, further actions, timescales and the scoring mechanism. 

 The risk registers should be updated in SharePoint so that the Audit and Risk Team can report progress to 

the Corporate Leadership Team and Audit Committee. 

 Risk management issues are discussed and escalated where necessary at the Directorate Risk Management 

Groups (DRMGs) which are held twice a year and attended by service managers and the Risk Champion for 

the Directorate. 
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 Issues and discussions arising out of the DRMGs are taken to the higher level Corporate Risk Management 

Group chaired by the Head of Audit and Risk twice a year.   

The results of monitoring and review are incorporated into the Audit and Risk Quarterly Report which is provided 

to the Corporate Leadership Team and Audit Committee. Recording and reporting aims to: 

 Transparently communicate risk management activities and outcomes across the organisation; 

 Provide information for decision-making;  

 Improve risk management activities; and 

 Assist interaction with stakeholders, including those with responsibility and accountability for risk 

management activities. 

Strategic risks are subject to “deep dive” reviews by the Corporate Leadership Team and Audit Committee, with 

those responsible for the management of risks and with appropriate expertise present at an appropriate 

frequency depending on the nature of the risk and the performance reported. 
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Continual Improvement  
The Council will monitor and adapt the risk management framework to address external and internal changes and 

improve the suitability, adequacy and effectiveness of the framework when significant changes are required. 

Risk Management Assurance 

When seeking assurance on the effectiveness of risk management, questions which the Corporate Leadership 

Team, Audit Committee and Internal Audit may want to ask include: 

Assurance Questions  

Governance and 
Leadership 

 How is the desired risk culture defined, communicated, and promoted? How 

is this periodically assessed? 

 How do human resource policies and performance systems encourage and 

support desired risk behaviours and discourage inappropriate risk 

behaviours? 

 How has the nature and extent of the strategic risks that the Council is 

willing to take in achieving its objectives been determined and used to 

inform decision-making? Is this risk appetite tailored and proportionate to 

the Council? 

 How are the Corporate Leadership Team, Audit Committee and other 

governance forums supported to consider the management of risks, and 

how is this integrated with discussion on other matters? 

 How effective are risk information and insights in supporting decision-

making, in terms of the focus and quality of information, its source, its 

format and its frequency? 

 How are authority, responsibility and accountability for risk management 

and internal control defined, co-ordinated and documented throughout the 

organisation? 

 How is the designated individual responsible for leading the overall 

approach to risk management positioned and supported to allow them to 

exercise their objectivity and influence effective decision-making? 

 How are the necessary skills, knowledge and experience of the 

organisation’s risk practitioners assessed and supported? 

 How has the necessary commitment to risk management been 

demonstrated? 

Embedding Risk 
Management 

 How are risks considered when setting and changing strategy and priorities? 
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 How are risks transparently assessed within the appraisal of options for 

policies, programmes and projects or other significant commitments? 

 How are emerging risks identified and considered? 

 How are risks to the public assessed and reflected within policy 

development and implementation? 

Collaboration and 
Information  

 How is an aggregated view of the risk profile informed across the 

organisation, arm’s length bodies and the extended enterprise supporting 

the delivery of services? 

 How are the views of external stakeholders gathered and included within 

risk considerations? 

 How does communication and consultation assist stakeholders to 

understand the risks faced and the organisation’s response? 

 How is function and professional expertise used to inform strategies, plans, 

programmes, projects and policies? 

 How do expert functions and professions inform the identification, 

assessment and management of risks and the design and implementation of 

controls? 

Risk Management 
Processes 

 How are risk categories used to facilitate the identification of risks within 

the overall risk profile? 

 How are risk criteria set to support consistent interpretation and application 

in assessing the level of risk? How effective are these in supporting the 

understanding and consideration of the likelihood and consequences of 

risks? 

 How are limitations and influences associated with the information and 

evidence used with risk assessments highlighted? 

Continual Improvement 

 How are policies, programmes and projects evaluated to inform learning 

from experience? How are lessons systematically learned from past events? 

 How are improvement opportunities identified, prioritised, implemented 

and monitored? 

 How dynamic is the assessment of risks and the consideration of mitigating 

actions to reflect new or changing risks or operational efficiencies? 

 How are exposures to each strategic risk assessed against the nature and 

extent of risks that the organisation is willing to take in achieving its 

objectives – its risk appetite – to inform options for the selection and 

development of internal controls? 
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 How are decisions made in balancing the potential benefits of the design 

and implementation of new or additional controls with the costs, efforts 

and any disadvantages of different control options? 

 How are contingency arrangements for high impact risks designed and 

tested to support continuity, incident and crisis management and 

resilience? 

 How is the nature, source, format and frequency of the information 

required to support monitoring of risk management and internal control 

defined and communicated?  

 How are new and changing strategic risks highlighted and escalated clearly, 

easily and more rapidly when required? 

 How comprehensive, informative and coordinated are assurance activities 

in helping achieve objectives and in supporting the effective management of 

risks? 

 

Risk Champion Role 

The Risk Champions please a key role in ensuring continual improvement at directorate level and to ensure that 

this occurs a specification outlining the qualities and expectations of the Corporate Leadership Team appointed 

Risk Champions is in place: 

Risk Champion Specification   

Seniority  

 Head of Service or above. If the role is delegated down the Risk Champion 

must attend both Corporate Risk Management Group and Directorate Risk 

Management Group meetings.  

Skills 

 Ability to make decisions, or able to influence decision making. 

 Promote risk management best practice throughout the directorate. 

 Proactively campaign and communicate the value of risk management. 

 Champion, monitor and report on the implementation of risk registers and 

business continuity plans twice yearly. 

 Ability to challenge risk assumptions. 

 Review and challenge the red risks in their directorate. 

 Discuss and review learning outcomes from directorate insurance claims. 

Knowledge   Good working knowledge of entire directorate. 
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 A good understanding of risk management concepts, principles and 

processes. 

 Familiarity with the Risk Management Framework. 

Commitment 

 Either Chair or attend risk management groups in line with the 

arrangements for your directorate.  

 Ensure that administrative support is identified to schedule and arrange 

meetings in a timely fashion to feed into the Corporate Risk Management 

Group. 

 Ensure that administrative support is identified to request items for the 

agenda at least two weeks before the meeting; upload the meeting agenda 

and supporting documents onto Sharepoint and circulate the link to 

meeting attendees; take minutes and ensure that these are uploaded to 

Sharepoint, and the link circulated, within one month of the meeting taking 

place. 

 Ensure appropriate representation (and a nominated deputy is identified) 

from all service areas at the Directorate Risk Management Group. Ensure 

that the nominated deputy is fully briefed prior to attendance. 

 Ensure that the Risk and Resilience Team is notified of any changes to 

DRMG attendees so that access can be given to the relevant information on 

Sharepoint. 

 Represent the department at the Corporate Risk Management Group twice 

a year, acting as a link between the directorate and the corporate group, 

sharing information as appropriate to the wider Directorate. 

 

Risk Management Group Good Practice Model 

Similarly, the risk management groups are a key component in ensuring continual review and improvement of risk 

management and they are encouraged to follow the good practice model: 

Risk Management Group Good Practice Model   
 All attendees to be given the opportunity to provide items for the agenda. 

 Request appropriate incident data and profiles from the Risk and Resilience Team to identify areas for 

investigation, improvement and training.  

 Each service to provide an update on service risks / improvements / changes / lessons learned at each 

meeting. 

Page 75



Risk Management Framework 
 

 
Page 24 of 33 

 Risk Champion and Driving at Work Representative to provide appropriate updates and gather 

information / concerns from attendees to feed into the Corporate Risk Management Group and Driving 

at Work Group. 

 Ensure that any cross-cutting strategic risks are escalated to the Corporate Risk Management Group for 

inclusion on the strategic risk register.  

 Set targets for incident reduction within the directorate and monitor reduction in the number of 

incidents.  

 Forward plan on an annual basis to include any specific risk themes or opportunities that needs to be 

addressed or discussed and identify training needs and skills gaps that need to be developed. 
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Appendix 1 – Risk Management Group Terms of Reference  

Corporate Risk Management Group 

Purpose 
 To consider the range of risks faced by the Council and review the 

effectiveness of measures put in place to manage those risks. 

Frequency of Meetings  Twice a Year  

Chair  Head of Audit and Risk 

Agenda Setting  Head of Audit and Risk 

Minutes and 
Administration 

 Audit and Risk Admin 

Attendees 

 Senior Risk and Resilience Advisor  

 Risk and Resilience Officer 

 Legal Officer (Claims Handling) 

 Directorate Risk Champions  

 Property Risk Champion 

 Highways Risk Champion 

 Driving at Work Risk Champion  

 Senior Health and Safety Advisor 

 ICT Senior Manager 

 Director of Resources  

 Senior Equalities and Diversity Advisor 

 Emergency Planning Manager  

Reporting Lines 

 Annual updates to the CLT regarding the strategic risk register. 

 Key issues identified to be reported to Audit Committee. 

 Dissemination of information to Directorate and Thematic Risk 

Management Groups. 

Terms of Reference 

 Develop the Risk Management Framework and ensure that this is 

implemented across all directorates. 

 Review risks faced by all Council services and feed any strategic / cross 

cutting issues into the strategic risk register.   

 Raise awareness of insurable risks, their financial implications and challenge 

why compensation payments have been made. 
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 Discuss and agree methods by which directorate exposures can best be 

managed. 

 Monitor the effectiveness and application of risk management initiatives 

and activity across the Council.   

 

Directorate Risk Management Groups 

Purpose 

 To ensure that effective risk management is embedded within their 

directorates and that appropriate remedial action is taken to resolve control 

failings and help prevent future occurrences.   

Frequency of Meetings  Twice a Year  

Chair  Director or Directorate Risk Champion   

Agenda Setting   Directorate Risk Champion 

Minutes and 
Administration 

 Directorate Support 

Attendees 

 Directorate Service Managers / Heads of Service 

 Risk and Resilience Team representative  

 Legal Officer (Claims Handling ) 

Reporting Lines 
 Directorate Management Teams  

 Corporate Risk Management Group 

Terms of Reference 

 Provide overall risk management direction for the directorate taking into 

account and contributing to the corporate risk strategy and plan. 

 Identify risks within their directorate and agree their treatment. 

 Ensure that any cross-cutting strategic risks are escalated to the Corporate 

Risk Management Group for inclusion on the strategic risk register. 

 Request appropriate incident data and profiles from the Risk and Resilience 

Team to identify areas for investigation, improvement and training. 

 Set targets for incident reduction within the directorate and monitor 

reduction in the number of incidents. 

 Utilise risk management within planning processes. 

 Be responsible for implementing business continuity guidance.   
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Health and Safety Directorate Committee Meetings 

Purpose 
 To engage with the work force and the Trade Unions on health and safety 

matters.  

Frequency of Meetings  Twice a year  

Chair  Director or Directorate Risk Champion   

Agenda Setting  Risk Champion  

Minutes and 
Administration 

 Directorate Support  

Attendees 

 Staff representative from each service 

 Head of Service  

 Trade Union Representative  

 Health and Safety Team Representative  

Reporting Lines  Corporate Risk Management Group. 

Terms of Reference 

 Keep under review the systems and practices adopted in the directorate to 

ensure that the health and safety management system is complied with. 

 The examination of accident trends, together with recommendations for 

corrective action. 

 Consideration of reports from the health and safety team including findings 

from their inspections. 

 Assistance in the development of safety rules, safe systems of work and 

monitoring the introduction of measures that may substantially affect the 

health and safety of employees. 

 Monitoring the adequacy of safety and health communication and publicity 

in the directorate. 

 Monitoring changes to health and safety legislation likely to impact on the 

directorate.   

 Reduce health and safety related risks. 

 

Property Risk Management Groups 

Purpose  Reduce property related risks. 

Frequency of Meetings  Quarterly  

Chair  Head of Property Services  
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Agenda Setting  Head of Property Services 

Minutes and 
Administration 

 Property Services 

Attendees 

 Property Services representatives 

 Directorate representatives 

 Health and Safety Advisor 

 Risk and Resilience Team representative  

 Blackpool Coastal Housing representative 

 Blackpool Housing Company representative. 

 Fire Service Representative  

 Property Insurer Representative  

Reporting Lines  Corporate Risk Management Group 

Terms of Reference 

 Discuss recent property developments and associated risks 

 Receive multi-agency audit reports and discuss the implementation of their 

findings. 

 Receive health and safety audit reports and discuss the implementation of 

their findings. 

 Consider property insurance claims and consider ways in which these can be 

reduced going forward.  

 Ensure that the thematic property business continuity plan is up to date. 

 Discuss proactive and reactive maintenance plans and progress against 

these. 

 Oversee the management of unsafe structures across Blackpool. 

 Consider multi-agency solutions for property risks including fire, arson, 

break-ins and building security. 

 Oversee management of void buildings to reduce property risk. 

 

Highways Risk Management Groups 

Purpose  Reduce Highways Tripping Claims  

Frequency of Meetings  Quarterly  

Chair  Head of Highways 
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Agenda Setting  Head of Highways  

Minutes and 
Administration 

 Highways Departmental Support 

Attendees 

 Network Planning Officer 

 Risk and Resilience Team representative  

 Legal Officer (Claims Handling) 

 Senior Counter Fraud Advisor  

 Highways Inspector  

 Communications Team representative  

Reporting Lines  Corporate Risk Management Group 

Terms of Reference 

 Review insurance claims received in the quarter to assess what further 

controls can be put in place and recommended to the RAMS Board. 

 Review all ‘live’ cases to establish any mitigating controls which can be put 

in place and make recommendations to the RAMS Board. 

 Determine the number of claims received and assess how many of these 

have been successfully defended and how many have been settled so that 

an accurate position in terms of success can be reported. 

 Agree positive public relations and communications relating to the 

reduction of claims and proactive insurance fraud work.   

 

Driving at Work Risk Management Groups 

Purpose  To reduce the number of work related driving incidents. 

Frequency of Meetings  Three Times a Year 

Chair  Director of Community and Environmental Services 

Agenda Setting  Risk Services 

Minutes and 
Administration 

 Audit and Risk Admin  

Attendees 

 Directorate representatives 

 Health and Safety Advisor 

 Risk and Resilience Team representative 

 Blackpool Coastal Housing representative 

 Enveco representative. 
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 Employee Relations Manager 

 Corporate Health Manager  

Reporting Lines  Corporate Risk Management Group 

Terms of Reference 

 Develop and maintain the Council’s driving at work handbook and adhere to 

the requirements of the driving at work policy. 

 Consider report findings in relation to Driving at Work.  

 Review motor insurance claims and establish what lessons can be learned 

and what further controls may be required to reduce claims going forward. 

 Identify potential training needs for staff that drive at work and look at 

solutions for addressing these needs. 

 Reporting on changes to legislative requirements. 

 Assess and consider risks relating to the Council’s fleet and the grey fleet.  

 

Emergency Planning Risk Management Group 

Purpose  Ensure the Council can adequately respond to a major incident. 

Frequency of Meetings  Twice a Year  

Chair  Shared Emergency Planning Service Manager  

Agenda Setting  Shared Emergency Planning Service Manager 

Minutes and 
Administration 

 Risk and Resilience Officer 

Attendees 

 Shared Service Emergency Planning Officer 

 Head of Audit and Risk 

 Lead Out of Hours Duty Officer 

 Principal Building Control Officer 

 Head of Coastal & Environmental Partnership Investments 

 Media Manager 

 Street Scene Manager 

 Manager - Urgent Care, Rapid Response & Reablement 

 Vitaline Team Leader 

 Leisure Services Manager 

 Service Manager – Public Protection 
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 Head of ICT Services 

 Children’s Services Critical Incident Response Team Representative  

 Head of Property Services 

 Head of Registration and Bereavement Service 

 Public Health Business Manager 

 Customer First Service Manager 

Reporting Lines  Corporate Risk Management Group. 

Terms of Reference 

 Ensure that the Council meets is statutory duties under the Civil 

Contingences Act 2004 including: 

 Risk assessment of an emergency occurring. 

 Emergency Planning 

 Cooperation. 

 Information sharing. 

 Warning and Informing 

 

Events Safety Advisory Group   

Purpose 

 It is the policy of Blackpool Council to ensure event organisers uphold 

reasonable standards of public safety and to encourage the wellbeing of the 

public, officials and performers at organised events in public spaces.  The 

Safety Advisory Group has been established to advise organisers on 

licencing, health and safety and any other issues relating to their public 

event.   

Frequency of Meetings  Monthly  

Chair  Director of Communication and Regeneration  

Agenda Setting  Director of Communication and Regeneration 

Minutes and 
Administration 

 Director of Communication and Regeneration PA 

Attendees 

 Events Manager 

 Emergency Planning representative  

 Public Protection representative 

 Public Health representative 
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 Health and Safety representative 

 Risk and Resilience representative  

 Licensing representative 

 Property Services representative  

 Traffic Management representative 

 Lancashire Constabulary  

 Lancashire Fire and Rescue Service  

 North West Ambulance Service  

 Blackpool Transport services  

On occasion specialist advice may be sort from organisations outside of the SAG 

core membership. Invited representation and members of the voluntary sector may 

be invited to attend SAG meetings by the chair as deemed appropriate. 

Reporting Lines  Directorate Risk Management Groups, CLT and DMTs as appropriate.  

Terms of Reference 

 Provide a forum within which the local authority and other key partners can 
develop a co-ordinated approach to crowd and spectator safety and 
wellbeing.  

 Advise on planning, venue and its immediate environs required by an event.  

 Advise on Health and Safety legislation, Licensing Act 2003 and other 
relevant legislation and guidance for public events and venues.  

 Advise on enforcing actions and the duty of care of the local authority and 
other partners as defined in related legislation.  

 Receive reports in relation to event safety found during post-event 
inspections by group members.  

 Receive notification of any issues, prohibition notice(s) or prosecutions 
relating to events.  

 Take on other safety and public protection functions as agreed.  

 Maintain an overview of forthcoming events within Blackpool.  

 Monitor compliance with the standards agreed. 

 

Equality and Diversity Steering Group  

Purpose 
 To coordinate the development of equality and diversity practice and 

management of Equality Act compliance risks across Council directorates.   

Frequency of Meetings  Quarterly 

Chair  Senior Equality and Diversity Advisor 
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Agenda Setting  Senior Equality and Diversity Advisor 

Minutes and 
Administration 

 HR Policy Officer 

Attendees  Senior reps from all Council directorates  

Reporting Lines 
 DMTs, CLT, Portfolio Holder for Equalities and Corporate Risk Management 

Group 

Terms of Reference 

 In collaboration with DMTs and Heads of Service to ensure that all relevant 

equality risk systems and procedures are adhered to, especially related to 

equality analysis of decision making and compliance with public sector duty 

requirements – Section 149 of Equality Act.  
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Report to: AUDIT COMMITTEE 

Relevant Officer: Tracy Greenhalgh, Head of Audit and Risk 

Meeting  21 January 2021 

 

BUSINESS CONTINUITY MANAGEMENT FRAMEWORK 2021-2025 
 

1.0  
 

Purpose of the report: 
 

1.1  
 

To consider the revised Business Continuity Framework for 2021-2025. 
 
Once considered by the Audit Committee the Framework will be formally launched through the 
various risk management groups across the Council.   

 
2.0  Recommendation(s): 

 
2.1  To approve the Business Continuity Management Framework 2021-2025. 

 
3.0  Reasons for recommendation(s): 

 
3.1  
 

To ensure effective business continuity across the Council. 

 

3.2  Is the recommendation contrary to a plan or strategy adopted or approved by the Council? 
 

No 

3.3  Is the recommendation in accordance with the Council’s approved budget? 
 

Yes 

4.0  Other alternative options to be considered: 
 

4.1  None 

 
5.0  Council priority: 

 
5.1  Effective business continuity contributes to the achievement of all of the Council’s priorities.  

 
6.0  Background information 

 
6.1  The revised Business Continuity Management Framework sets out the Council’s approach to business 

continuity for the period of 2021-2025.   
 

6.2  The Framework sets out how the Council will effectively manage business continuity across the 
organisation in order to meet the following objectives:  
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 To ensure that business disruptions are managed in a way that avoids or reduces their impact 
on the Council and stakeholders.   

 Protect our employees, information and assets.   

 Identify the Council’s critical services. 

 Ensure availability of resources to continue to deliver the critical services. 

 Return to normal operations in a structured manner. 
 

6.3  Does the information submitted include any exempt information? No 
 

7.0  List of Appendices: 
 

7.1  Appendix 9(a) – Business Continuity Management Framework 2021-2025 

 
8.0  Financial considerations: 

 
8.1  The aim of effective business continuity management is to ensure that a coordinated and effective 

approach is adopted in relation to all business continuity activities which helps minimise unforeseen 
financial risks.  

 
9.0  Legal considerations: 

 
9.1  It is a statutory duty of Blackpool Council to meet its obligations under the Civil Contingencies Act 

(2004). This Act places seven wide-ranging duties on the Council and specifically two in relation to 
business continuity which are to: 
 

 Put in place business continuity management arrangements, 

 Provide advice and assistance to businesses and voluntary organisations about business 
continuity management. 

 
10.0  Risk management considerations: 

 
10.1  Implementing the framework is a key tool in risk management and helps the Council effectively 

reduce risks in a considered and consistent manner.   

 
11.0  Equalities considerations: 

 
11.1  Business continuity management should consider risks in relation to equalities as part of the planning 

process. 

 
12.0  Sustainability, climate change and environmental considerations: 

 
12.1  Business continuity processes should consider risks in relation to sustainability, climate change and 

the environment as part of the planning process. 
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13.0  Internal/external consultation undertaken: 
 

13.1  Consultation has been undertaken with the Corporate Risk Management Group and Good 
Governance Group. The Framework was also considered by the Corporate Leadership Team on 6 
January 2021.   
 

14.0  Background papers: 
 

14.1  None 
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FOREWORD 

Blackpool Council recognises that it provides services to the community and works in partnership with others in 
order to deliver the corporate priorities.  It is a vital that we are able to ensure that our services and resources are 
protected during incidents and disruptions. This will assist the Council in becoming more resilient and maintaining 
the reputation of Blackpool Council.  
 
Linked with good risk management, business continuity will assist the Council in managing through disruptions in 
order to protect its staff, customers, resources and infrastructure. Through the implementation of the business 
continuity management framework we strive to ensure that the Council can respond effectively to disruptions and 
maintain its services. 
 
The Council provides a diverse range of services both internally and to the community of Blackpool.  These services 
are often critical to the livelihoods and well-being of the people in Blackpool and are fundamental to the success of 
the Council. In many cases there is a statutory duty placed on the Council to undertake services and activities. 
 
It is important that managers recognise their roles and responsibilities in this area of risk as we strive to embed a 
good business continuity management culture throughout our services, activities and partnerships. 
 

 

 

 

Neil Jack 

Chief Executive 
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INTRODUCTION 

POLICY 

It is a statutory duty of Blackpool Council to meet its obligations under the Civil Contingencies Act (2004). This Act 
places seven wide-ranging duties on the Council and specifically two in relation to business continuity which are to: 
 

 Put in place business continuity management arrangements, 

 Provide advice and assistance to businesses and voluntary organisations about business continuity 
management. 

 
Business continuity is not just about dealing with large scale disruptive events that may rarely happen. Having 
appropriate arrangements in place helps to build organisational resilience by embedding the process into day to 
day management activities and would therefore cover a range of disruptive incidents and events. 
 
This policy is based around the Civil Contingencies Act (2004) and the accompanying statutory guidance ‘Preparing 
for Emergencies’, the Business Continuity Institute’s ‘Good Practice Guidelines’ and the International Standard ISO 
22301:2012 Societal Security – Business Continuity Management Systems. 

AIM 

To ensure that a coordinated and effective approach is adopted in relation to all business continuity management 
activities.    

SCOPE 

All Council services need to adhere to this framework. They also have a duty to ensure that contractors delivering 
services on behalf of the Council have their own robust arrangements in place.    

OBJECTIVES 

 To ensure that business disruptions are managed in a way that avoids or reduces their impacts on the 
Council and stakeholders.   

 Protect our employees, information and assets.   

 Identify the Council’s critical services. 

 Ensure availability of resources to continue to deliver the critical services. 

 Return to normal operations in a structured manner. 
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BUSINESS CONTINUTY MANAGEMENT METHODOLOGY  

MAJOR EMERGENCIES AND BUSINESS CONTINUITY 

The services of the Council and that of its partners are subject to varying degrees and frequency of disruption. 

BCM provides the capacity for the Council to effectively react to these disruptions to ensure the continuity and 

recovery of services. Therefore BCM primarily focuses on internal issues. 

The Council has a Major Emergency Plan (MEP) that covers the operational response of the Council to a major 

incident which tends to focus on events external to the Council.   

Whilst an internal business continuity incident may develop out of an externally focussed emergency the two 

should not be confused. 

TRAINING AND SUPPORT 

The Council’s Risk and Resilience Team are able to offer training, familiarisation and support to managers that 

have business continuity responsibilities. The training and support on offer will vary according to the needs of 

individuals, the status of the BCM programme and any budget availability. The support on offer will ensure that 

individuals have the necessary knowledge and confidence to develop their business continuity arrangements and 

contribute to the overall BCM programme in order to enhance the Council’s resilience. 

BCM STRATEGIC FRAMEWORK 

This Business Continuity Management Strategic Framework sets out the hierarchy of plans and the key roles and 
responsibilities of Individual Officers, Services and or Groups within the Council.  There are three types of business 
continuity plans in place including:  

Level 1 - Service Level Plans 
The service level business continuity plan (BCP) identifies and defines the critical services and provides both a fixed 

or flexible response to various disruptions that may be faced. 

Level 2 - Thematic Plans 
For some corporate areas which impact on all services thematic plans are in place including the ICT Business 

Continuity Guidance and Corporate Workplace Provision Contingency Plan.  

Level 3 - Corporate Level Plan 
The Corporate Business Continuity Plan contains a framework for the response to wide-ranging corporate disruptive 

incidents. The plan also contains the Council’s Critical Activities / Functions. The Critical Activities and Functions list 

is derived from service level BCPs and is approved by the Corporate Leadership Team.  
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ROLES AND RESPONSBILITIES 

The following table details the key roles and responsibilities in relation to ensuring the ongoing success and support 
of the Business Continuity Management programme within the Council. 
 

ROLE RESPONSILIBTY  

CORPORATE LEADERSHIP TEAM  

 

 Ensure compliance with the Council’s BCM Framework. 

 Ensure business continuity implementation tasks are carried out for 
their Directorate.  

 Approve the Critical Activities List for the Council. 

 Participate in Strategic / Tactical level Business Continuity Exercises. 

 Lead the Strategic Business Recovery Group when required. 

 Convene a Directorate Level Business Recovery Group if required. 

AUDIT COMMITTEE 

 Ensure that services are accountable for progress against the 
business continuity programme.  

 Provide oversight for ensuring that the Council meets its statutory 
obligations under the Civil Contingencies Act in relation to Business 
Continuity Management. 

 Endorse the roll out of business continuity across all Council services 
as part of managing organisational risks. 

CORPORATE RISK 
MANAGEMENT GROUP 

 Assist in facilitating the implementation of BCM across the Council.   

 Proactively campaign and communicate the value of BCM across 
their directorate and/or function. 

 Ensure that there is a consistent approach to the implementation of 
the BCM Programme through the departmental and thematic Risk 
Management Groups.  

 Discuss and review learning outcomes from BCP exercises at 
departmental and thematic Risk Management Groups to share 
learning and further strengthen arrangements.  

RISK AND RESILIENCE TEAM  

 Provide a Business Continuity Management Framework for the 
Council to follow with associated guidance.  

 Provide a Business Continuity Plan and Business Impact Analysis 
template to be used across all Council services.  

 Provide advice to managers when completing Business Continuity 
Plans. 

 Coordinate and report on business continuity activities to CLT and 
Audit Committee to ensure that the Council meets the criteria laid 
out in the Civil Contingencies Act. 

 Proactively campaign and communicate the value of BCM across the 
Council.  
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HEADS OF SERVICE   

 Support and participate in workshops, events, training or exercises as required by 
the Business Continuity Management programme. 

 Identification of Critical Activities for their service. 

 Responsible for ensuring each business function within their service is covered by 
a Business Continuity Plan and that this is approved, maintained and kept up to 
date. 

 Responsible for ensuring each plan is tested on an annual basis and any lessons 
identified incorporated into the plan and reported to the Risk and Resilience Team. 

 Be part of the Strategic / Tactical Business Recovery Group when strategic or 
tactical direction is required. 

 Proactively work with contractors, suppliers and partners to promote business 
continuity. 

 Practise and be prepared to execute your role as defined in your Business 

Continuity Plan. 

EMPLOYEES 

 Seek out and understand their role in business continuity as defined by their 
manager. 

 Participate in BCM Workshops and training when invited. 

 Support the work of managers in relation to ensuring BC arrangements are robust 
and resilient. 

 Practise and be prepared to execute your role as defined in your team’s Business 
Continuity Plan. 

 Proactively look to mitigate risks of potential business exposures and 
vulnerabilities and report these as necessary.  

 Appropriately escalate potential weaknesses in business continuity processes. 

 
BUSINESS CONTINUITY MANAGEMENT PROCESS 
 
The BCM programme is co-ordinated by the Risk and Resilience Team. The programme acknowledges that although 
every service may not be critical, all services / functions are important to the wider community of Blackpool.  
 
The programme acknowledges that the Council works in partnership with many organisations and commissions a 
number of services. Overall responsibility for those services that are contracted out remains with the Council and 
therefore contractors should be fully engaged to ensure appropriate business continuity arrangements are in place, 
especially in relation to the delivery of critical activities.  
 
Business continuity is an essential and continuous business activity, not just a ‘tick box’ exercise.  Planning for the 
management of personnel, system and business disruptions as well as recovery of these items is not a case of ‘if’ 
but ‘when’.  
Some services may be more critical than others at a time of crisis.   In order to ensure the continued delivery of 
them, other services may need to be temporarily reduced or even suspended. To ensure each service has gone 
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through a robust process to identify its critical activities, and to inform the completion of service BCPs, the BCM 
programme will aim to follow the principles of the BCM Lifecycle as illustrated below.  
 

 

PROGRAMME MANAGMENT 

BCM operates at three levels: 
 

Strategic Decisions are made and policy is determined. 

Tactical Operations are coordinated and managed. 

Operational Activities are undertaken. 

 
Programme Management will follow the Plan-Do-Check-Act model as outlined below: 
 

PLAN 
Establish business continuity policy, objectives, targets, controls, processes and procedures 
relevant to improving business continuity in order to deliver results that align with the organisations 
overall policies and objectives. 

DO Implement and operate the business continuity policy, controls, processes and procedures. 

CHECK 
Monitor and review performance against business continuity policy and objectives, report the 
results to management for review, and determine and authorise actions for remediation and 
improvement. 

ACT 
Maintain and improve the BCPs by taking corrective action, based on the results of management 
review and testing.  
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ANALYSIS 

Firstly, there is a need to identify the risks to delivering the Council’s business. This takes the form of a risk register 
(please refer to the Risk Management Framework 2021-2025 for guidance) which must be in place to assess and 
monitor the likelihood and impact of service delivery risks.   
 
A Business Impact Analysis should then be completed to assess how service objectives would be met should an 
incident occur and this forms part of the business continuity plan template.   Analysis ensures that critical activities 
are clearly identified and prioritised depending on the impact of non-delivery. Interdependencies with other parties 
are also identified along with key resources.  
 
The first stage of this process is to identify all activities which your service undertakes which is captured in the 
following format: 
 

Recovery Timescale 

Cannot Fail Within 24 hours Within 48 hours Within 7 days More than 7 Days 

 

Activity 

No. 

Your key activities How quickly you need to resume this 

activity 

Recovery 

Timescale 

1.    

 
Once all service activities have been identified the next stage is to determine which of these activities are 

considered a critical function.  Critical functions are defined as the activities identified in the above exercise that 

cannot fail, cannot fail within 24 hours and cannot fail within 48 hours.  In order to fulfil the critical functions and 

key priorities, the resources required to continue such activities to a minimum acceptable level the need to be 

captured: 

Critical/Priority 

Function 

People Vehicles/Transport Software & 

Data/Info 

Hardware & 

Equipment 

Suppliers/Stakeholders 

      

 
Critical activities identified at this stage are included in the Council’s critical activities list which is approved by the 
Corporate Leadership Team.  
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DESIGN 

The next stage is to assess what controls need to be put in place to address the risk.  Depending on how critical a 
service is and the resources available, a variety of strategies can be selected to mitigate or reduce the risk.   Risk 
control usually requires managers to identify and implement controls to remove potential risks and hazards.  The 
various options available are listed in the following table: 
 

Tolerate 
Do nothing and continue as planned. The ability to do anything may be limited or the cost 

of taking action may be disproportionate to the potential benefit gained. 

Treat Introduce control procedures to increase the chance of success. 

Transfer 

Share the exposure of risk via insurance or with a contractor. The relationship with a 

contactor needs to be carefully managed as it may not be possible to fully transfer all risks 

and some aspects might remain such as reputational risk. 

Terminate Withdraw from the activity if possible. 

 
Various controls can then be developed around people, premises, resources and suppliers. By embedding business 
continuity into the service then any incident response structure will identify the various roles that staff undertake 
during an incident.  The following table shows how this information is recorded in a service level business continuity 
plan: 
 

What internal/external threats 
are there to your critical 
activities? 

What is the impact if they 
happen without any controls 
in place? 

What can you do to reduce the 
threat? 
 
Include what is already in 
place plus any additional 
actions which may be 
required.  

   

 
There are a wide range of events which could result in disruption to service delivery including: 
 

 Denial of access to premises 

 Unable to leave premises 

 Disruption to utilities 

 Disruption to fuel supply  

 Disruption to supply chain 

 Industrial action 

 Infectious diseases / pandemic  

 Loss of ICT Services and/or telecommunications Page 99
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 Loss of key skills/expertise 

 Severe Weather 
 
Some points to consider when developing service level business continuity plans to respond to such incidents 
include: 
 

Consequence Things to consider 

Difficulty Accessing 

Premises or Buildings 

 Ensure contacts details for all staff are up to date, secure and available on 
and off site. 

 Home working, where possible, and required staff have work that can be 
completed away from the main place of work at another location. 

 Do you have established systems for staff to be able to work from home or 
another Council facility? Do all staff have their laptop with them? 

 Relocation or back up site - ensure this is still current based on your plan, 
has anything changed, is it still available, fit for purpose? 

 Can the service use teleconferencing, videoconferencing, web meetings or 
instant messaging? 

Loss of Key or Multiple 

Staff 

 Ensure key processes and procedures are well documented for others to 
follow. 

 Determine which staff are critical to service delivery and ensure there is a 
level of resilience in the service so that functions can be covered if needed.  

 Training / cross training of other staff to cover specialist roles. 

 Can staff be temporarily used from other areas of the Council? How is this 
achieved? 

Failure / Breakdown of a 

Key Supplier / Supply 

Chain 

 Where possible can critical parts or spares be kept in stock? 

 Are there alternative suppliers that you could use? 

 Consider your suppliers and their business continuity arrangements when 
entering into contracts.  

 Engage with suppliers to see what steps they are taking to flag up early any 
vulnerability that you may be able to work around by using alternative 
suppliers, stocking up, adjusting inspections or other works and services.  
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Power or other Utility 

Failure  

 Where generators are installed, these are maintained, tested and available 
for use and the service has detailed knowledge of its operating limits (times 
/ loading etc). 

 Have alternative methods of heating, lighting been explored and 
procedures developed for their procurement and deployment?  

 Consideration of a supply of bottled water if appropriate. 

 The consideration of relocation / back up sites. 

 Contacts numbers for utility providers, Property Services and other 
stakeholders are up to date. 

 Emergency grab bags are developed, if needed, and regularly checked to 
ensure they contain supplies appropriate to the service - torches, blankets, 
admin packs, key documents, business continuity plan and key contacts 
details.   

Disruption to transport / 

transport network 

 Maintain a dialogue with HR over any necessary flexible working options for 
staff that have difficulty in getting to or home from work.  

 Consideration and/or promotion of alternative ways of customers accessing 
the service. 

 Identify whether events and meetings can be delayed to avoid people 
travelling or investigate how the travel time and distance can be reduced.  

 
When dealing with an incident it is essential that services have a plan in place to communicate with service users 
and stakeholders.  Points to consider include: 
 

 Whether you are able to maintain a normal service, deliver your service at a reduced capacity or are forced 
to suspend it temporarily or move to a new location then consider how this is communicated to the people 
that need to know and that this is documented in your plan.  

 Make effective use of the Communications Team and keep colleagues informed, especially Customer First. 

IMPLEMENTATION 

This stage involves documenting the priorities, procedures, responsibilities and resources necessary to assist in 
managing a disruptive incident and the subsequent recovery back to normal operation. The output is a service level 
BCP that contains arrangements for the continuation of the Council’s services to at least a minimal level and an 
agreed template is in place which can be located on the Hub.   
 
Once each plan has been prepared they require Chief Officer approval. Then a copy of the approved plan should be 
uploaded to the relevant Risk Management SharePoint site.  It is also recommended that those with a role in 
delivering the plan keep a hard copy off site.   
 

VALIDATION 
 
Validation of the BCM programme is achieved by exercising and reviewing the BCPs in place. Plans must be reviewed 
on an annual basis, or before, if there is a significant change to the service, and copies uploaded to the Directorate 
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Risk Management SharePoint sites which are monitored by the Risk and Resilience Team.  Performance data in 
relation to how up to date plans are is reported to the Corporate Leadership Team and Audit Committee.   
 
Head of Service are responsible for testing their plan annually.  To do this the Head of Service needs to decide who 
needs to be involved and then arrange a date and time and suitable location for the test to take place. Once a date 
has been arranged for the test a suitable scenario should be developed for the test.  This can be based on anything 
which could result in a business continuity incident occurring.  Appendix 1 of this document provides some example 
scenarios which can be used to undertake a test.   
 
Once the plan has been tested the lessons learned should be reported to the Risk and Resilience Team.  This should 
identify strengths and weaknesses of the plan using the prompts detailed in Appendix 2.   The Risk and Resilience 
Team will use this information to inform corporate learning and Heads of Service should ensure that any areas 
identified for improvement are addressed in their service level business continuity plan.   

EMBEDDING BUSINESS CONTINUITY 

Embedding business continuity must be an ongoing activity in order to integrate the process into strategic and 
operational Council business activities.  
 

FURTHER INFORMATION 

For further information or support in relation to business continuity please contact the Head of Audit and Risk and 
the Risk and Resilience Team.   
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APPENDIX 1 – BUSINESS CONTINUITY TESTING SCENARIOS  
 

Exercise 1 - Evacuation and Notification 

Scenario (Part 1) 

 It is currently 12:30pm on a Thursday afternoon. 

 A suspicious package has been found at your place of work. 

 You have been asked to evacuate your office, and also ensure that visitors leave the building. 

 The Emergency Services have been alerted.  
 

1. How will you be notified that a suspicious package has been located and that you are to evacuate the 

building? 

2. Where is your evacuation point that you and your visitors will relocate to? 

3. Will you know which members of your team are in and out of the office?  

4. Who will you notify 

5. How you will you notify them? 

Scenario (Part 2) 

 Your manager has been instructed to send staff home as the incident may go on for some time. 

 You were in a meeting during the evacuation and your belongings, including cash and keys, have been left 
behind. 

 Staff vehicles are within the cordon that has been established and cannot be accessed.  
 

6. How will this be managed? 

7. Are arrangements in place for staff to get home if all of their belongings are in the building?  

Exercise 2 - ICT 

Scenario 

 The entire Council ICT network has suffered a catastrophic failure. 

 Laptops have frozen and are not responding.  

 Telephones are unavailable due to the network failure.  
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 ICT Senior Management has advised all services to implement their Business Continuity Plans on the 
assumption that the network will be unavailable for several days. 
 

1. What are your critical activities? 

2. Which critical activities could not operate if the ICT network was unavailable? 

3. Could any of your service continue to operate if the ICT network was unavailable and, if so, for how 

long? 

4. What is your team’s most vulnerable data? How is this protected? 

Exercise 3 - Buildings 

Scenario 

 It’s 7:00am on a Monday morning. 

 Gale force winds have caused significant damage across Blackpool. 

 Bickerstaffe House is inaccessible due to damage and a large number of surrounding properties have 
been deemed uninhabitable resulting in road closures and cordons.     

 There is intermittent telephone and mobile telephone failure across the town. 

 There is a large amount of street debris. 

 High winds and torrential rain are expected to strike again within the next 48 hours. 
 

1. What are your team’s priorities? 

2. Are your critical activities the same? 

3. How will you notify stakeholders and in what order? 

4. Where will you relocate to? 

Exercise 4 - Human Resources and Third Parties 

Scenario 

 Public Health has confirmed that there has been a pandemic flu outbreak. 

 Staff absence levels have reached 75%. 

 There is potential for further staff to be absent due to them looking after sick relatives. 

 The pandemic outbreak is expected to last for approximately 15 weeks.  
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1. What are your team’s minimum staffing requirements? 

2. What staff skills are needed for the delivery of primary functions? Can staff act in a variety of roles, if 

required? 

3. Who are your key contractors, partners and stakeholders?  

4. What would happen if your contractors, partners and stakeholders failed to deliver? 

5. What actions would you take to continue service delivery? 

Exercise 5 - Fire Damage 

Scenario (Part 1) 

 It’s a Thursday, normal working day around mid-morning (10:00am).  

 After a long period of heavy rain, water has leaked through the roof and caused a short circuit in electrical 
wiring, igniting cladding in the attic. Fire breaks out and alarms activate within the building. The 
evacuation procedure is implemented.  

 All staff arrive at the RVP safe and well. Flames are beginning to come through the roof. The fire service 
has been called and is on their way. 
 

1. What are the immediate considerations? 

2.  Who has responsibility for:  

 a. liaison with fire service on arrival  

 b. Immediate staff welfare  

 c. Building security  

 d. Critical items inside the building  

 e. Finding alternative shelter  

 f. Communication with stakeholders, staff etc.  

 g. Media  

3. Who is in charge?  

Scenario (Part 2) 

 Its 10:20am, the fire service has arrived and are working to extinguish the blaze. 

 There is concern that the fire may spread to an adjacent building, which contains gas cylinders and the 
fire service are placing a 200 metre cordon around the building. This means that all staff have to leave the 
RVP.  
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 Several neighbouring buildings have seen the smoke and come to the building to find out what is going 
on.  

 Families of staff members have started to ring in concerned. 
 

4. What are the considerations now?  

Scenario (Part 3) 

 Its 12:30am, the fire has been extinguished with smoke and fire damage to part of the main building.  

 It is estimated that this facility will be out of commission for at least 10 weeks while repairs are made.  

 Local press and TV have heard about the fire through social media and have come to the scene. They are 
asking for an interview with the head/manager and a member of staff. 
 

5. Who will be giving interviews to the press?  

6. How will you communicate with your customers and stakeholders? 

7. Do you have another premise to work from? 

Scenario (Part 4) 

 It’s the next day. Part of the building has been lost to the fire.  

 It is now estimated that repairs will take 15 weeks to complete, during which there will be noise and 
other disruptions around the building.  

 The affected part of the building is not accessible. However equipment and supplies can be recovered 
from the unaffected part of the building. 
 

8. You decided to send your staff home yesterday, how will you communicate with them today? 

9. How will the migration of equipment to your back up premise be managed? 

Scenario (Part 5) 

 It has been 15 weeks since the incident. The repairs are now complete and the building is ready for re-
occupation. 
 

10. How will the re-occupation be carried out? 

11. What could you have done differently to stop this situation affecting you so much? 
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12. What lessons have been learned?  

13. How can this knowledge be used to improve your Business Continuity Plans? 

Exercise 6– Power Cut 

Scenario (Part 1) 

 You arrive at your office on Thursday morning to find out that the storm force winds overnight appear to 
have caused a tree to fall across power-lines cutting off the electricity. 

 Your office / building has no power.  
 

1. What, if any, is the immediate impact on your service? 

2. What are your initial priorities? 

3. Are there any health and safety issues? 

Scenario (Part 2) 

 It is now 11am and power has not been restored. 

 You have been told that although work is underway to fix the problem as soon as possible power is 
unlikely to be available today. 
 

4. What, if any, is the short term impact on your service? 

5. What are your short time priorities? 

6. What information would you now give to members of your team, where would they get this from and 

are all, including out of hour, contact details up to date? 

7. What response and / or recovery plans are you going to initiate? 

Scenario (Part 3) 

 Thankfully, power was restored overnight and by midday on Friday you are able to resume near normal 
activities albeit with a backlog of information to record electronically and several outstanding queries 
from customers. 

 A couple of members of staff are burdened with most of these but others have offered to help. 
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8. What, if any, is the long term impact on your service? 

9. What are your long term priorities? 

10. Are there any actions that you could take now to reduce the likelihood or impact of this happening in 

the future? 

11. Does our business continuity plan have all the information you required to manage this scenario?  

Exercise 7 - Leak 

Scenario (Part 1) 

 It is mid-morning and a problem has come up that affects your office facilities – the level of water in the 
toilets is raising and water is not draining from the kitchen sink. 

 The problem has been reported to building maintenance who said that they would come to assess the 
issue within twenty minutes.   
 

1. What, if any, is the immediate impact on your service? 

2. What are your initial priorities? 

3. Are there any health and safety issues? 

Scenario (Part 2) 

 It is now 1pm. 

 Maintenance staff escalated the drainage issue to contractors who should be coming to fix the problem. 

 However water has begun leaking through into a storage area containing paper copies of important 
records and it is likely that the leak will continue for at least an hour before the contractor arrives. 

 There is currently not threat to your ICT services.  
 

4. What, if any, is the short term impact on your service? 

5. What are your short term priorities? 

6. What information would you now give to members of your team, where would you get this from and 

are all, including your out of hour contact details up to date? 

7. What recovery plans are you going to initiate? 
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Scenario (Part 3) 

 Two days later the damage has been repaired but several paper files were not salvageable. 

 It is not yet clear which documents have been lost nor whether any of them were backed up with 
electronic files. 

 Some of the files predate the current organisational structure and nobody remembers what might have 
been in them. 
 

8. What, if any, is the long term impact on your service? 

9. What are your long term priorities? 

10. Are there any actions that you could take now to reduce the likelihood or impact of this happening in 

the future? 

11. Does our business continuity plan have all the information you required to manage this scenario?  

Exercise 8 – Supply Chain 

Scenario (Part 1) 

 Its mid-morning and a problem has come up that affects your primary supplier. 

 They normally operate a just in time process but have phoned to say that they will not be able to deliver 
your expected consignment at lunchtime today. 

 This is because thieves broke into their compound overnight, drained the delivery vehicles fuel tanks and 
filled them with sand. 

 They think it will be several days before they can resume their deliveries to you but they will do their best 
to get something to you tomorrow. 
 

1. What, if any, is the immediate impact on your service? 

2. What are your initial priorities? 

3. Are there any health and safety issues? 

Scenario (Part 2) 

 It is now mid-afternoon and the supplier has phoned with an update. 

 They have sourced alternative transport but that will only be available in 24 hours time. 

 They are very sorry that they were unable to deliver till then but the original vehicles are being held by 

police pending forensic examination and there are no other suitably sized vehicles available in their area. 
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 The vehicles are immovable and blocking their yard’s entrance / exit route. 

4. What, if any, is the short term impact on your service? 

5. What are your short term priorities? 

6. What information would you now give to members of your team, where would you get this from and 

are all, including your out of hour contact details up to date? 

7. What recovery plans are you going to initiate? 

Scenario (Part 3) 

 Two days later the supplier has just managed to get one partial delivery to you. 

 They are now saying that it will be a week to return to normal operations as some of their drivers may be 
implicated in the crime and are suspended. 

 Sourcing appropriately qualified drivers is proving difficult. 
 

8. What, if any, is the long term impact on your service? 

9. What are your long term priorities? 

10. Are there any actions that you could take now to reduce the likelihood or impact of this happening in 

the future? 

11. Does our business continuity plan have all the information you required to manage this scenario?  
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APPENDIX 2 – EXERCISE FEEDBACK FORM  

Name:  Job Title:  

Chosen Exercise:  Date of Exercise:  

Team Business 

Continuity Plan 

Tested: 

 

 

LEARNING POINTS FROM THE EXERCISE 

   

   

    

   

   

  

 

AREAS FOR DEVELOPMENT WITHIN YOUR TEAM’S BUSINESS CONTINUITY PLAN  

AMENDMENT REQUIRED WITHIN BUSINESS 

CONTINUITY PLAN 
TIMESCALE FOR COMPLETION OF AMENDMENT 
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ANY OTHER COMMENTS? 

 

 

 

 

 

 

 

Page 112


	Agenda
	3 MINUTES OF THE LAST MEETING HELD ON 30 NOVEMBER 2020
	4 CLIENT FINANCES AUDIT FOLLOW-UP
	Appendix 4(a) - Agreed Action Plan

	5 STRATEGIC RISK REGISTER - RESILIENCE
	Appendix 5(a) - Strategic Risk Register - Resilience

	7 INTERNAL AUDIT CHARTER 2021/2022
	Appendix 7(a) - Internal Audit Charter 2021-22

	8 RISK MANAGEMENT FRAMEWORK 2021-2025
	Appendix 8(a) - Risk Management Framework 2021-2025

	9 BUSINESS CONTINUITY FRAMEWORK 2021-2025
	Appendix 9(a) - Business Continuity Management Framework 2021-2025




